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Attachment B



Meeting of the U. T. System Board of Regents - Meeting of the Board

6. U. T. System Board of Regents: Discussion and appropriate action regarding
amendment of Reqgents’ Rules and Regulations. Rule 10101 (Authority) and
Rule 10403 (to be retitled as Public Statements on Behalf of the Board); and

——

adoption of proposed new Rule 10801 (Policy on Transparency, Accountability,

and Access to Information)

RECOMMENDATION

Chairman Foster recommends amendments to the Regents' Rules and Regulations,

Rule 10101 (Authority) and Rule 10403 (Procedure), and adoption of new Rule 10801
(Policy on Transparency, Accountability, and Access to Information), concerning access to
and requests for information, email addresses and accounts for U. T. System business, and
official statements and coordination of press activities, as set forth in congressional styie on
the following pages.

BACKGROUND INFORMATION

Proposed revisions to Rule 10101 contains clarifications to current language on Board authority
and duties including a new Section 5 related to records and information management. Section 5
covers compliance with System policies on records retention and information management and
on encryption, retention, destruction, and release of documents. Section 5 also mandates
related training and the establishment of a U. T. System email address for each Regent. itis
recommended that the Board require any email messages sent by a U. T. empioyee to a Regent
on a matter of public policy or U. T. business be sent only to the Regent's U. T. email address.

Proposed changes to Rule 10403 clarify who may speak on behalf of the Board and the System
and set the expectation that Regents will coordinate media contacts with the Office of External
Relations.

Chairman Foster also recommends the enactment of a new Rule 10801, intended to
complement the numerous ongoing U. T. System transparency initiatives including enhanced
‘data-gathering, data management, and access to data through the U. T. System’s electronic
Productivity Dashboard.

. The proposed new Ruie acknowledges the need for a comprehensive plan and the
capacity to make voluminous documents and a growing repository of data readily
available for review, as appropriate, by all requestors — including the public,
representatives of the media, members of the Legislature, and members of the Board
of Regents.

. The recommended new Rule envisions a plan for significantly improving data
management and access with the goals of increasing transparency and accountability
while reducing administrative burdens through an orderly and efficient method of records
management and production. For members of the Board seeking information, the
proposed Rule formalizes a request process that facilitates discussion with the Chairman,
the Chancellor, and the requesting Regent to assist in avoiding duplication of efforts and
to work together to set the scope and deadlines for production in the context of System
strategic priorities. The proposed Rule is not intended to prevent a member of the Board
from access to information or data the Regent deems necessary to fulfill his or her official
duties but to ultimately make more information and data readily available for all.
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Meeting of the U. T. System Board of Regents - Meeting of the Board

Benefits expected include providing quicker access to data in a format more conducive to
analytical review; making the best information available to decision-makers to fulfill their
responsibilities; reducing workload on U. T. System and institutional staff members;
providing better access to and use of the increasing amounts of data being collected

by the U. T. System Administration and the U. T. System institutions; and allowing
researchers to identify important challenges, patterns, and opportunities.

U. T. System Administration and U. T. System institutions currently provide Web access
{0 a listing of all requests made under the Texas Public Information Act from at least
early 2013. The new Rule directs the U. T. System to look to identify improvement to
the websites. As one facet of the enhanced access, the U. T. System will pilot a phased
program to provide access to the actual documents responsive to each of the requests,
to the extent feasible and legally permitted. The existing System Administration website
may be accessed at htip:/fiwww.utsystem.edu/.

41



Meeting of the U. T. System Board of Regents - Meeting of the Board

The University of Texas System
Rules and Regulations of the Board of Regents Rule: 10101

1. Title

- Board Authority and Duties

2. Rule and Regulation

Sec. 1

Sec. 2

Authority of the Board. The Legislature, which is given the duty and authority
to provide for the maintenance, support, and direction of The University of
Texas by Article VII, Section 10 of the Texas Constitution, has delegated the
power and authority to govern, operate, support, and maintain administer The
University of Texas System to the Board of Regents. (See Texas Education
Code Section 65.11 et seq. and Section 51.352) Texas court cases construing
these statutes have held that the Board has wide discretion in exercising its
power and authority and that the rules adopted by the Board have the same
force as statutes. The System's lands and buildings are State of Texas
property subject to the controi of the Board as the State's agent.

Amendment or Suspension of Rules. The Regents' Rufes and Regulations
may be added to, amended, waived, or suspended by a majority of all of the
members of the Board of Regents present at any regular meeting or at any
special meeting called for that purpose.

Communicationwith-Staff and Faculty Duties and Responsibilities of Each
Regent. .

3.1 |n carrying out the duties and responsibilities referenced in Section 1
above, it #t is the responsibility of each Regent to be knowledgeable in
some detail regarding the operations, management, finances, and
effectivenass of the academic, research, and public service programs of
the U. T. System, and each member members of the Board of Regents
has the right and authority to inform himself/herself themselves-as to the
their duties, responsibilities, and obligations of the member in such a
manner as they each may deem proper. Members of the Board of
Regents are to be provided access to such information as in their
individual judgments will enable them to fulfilt their duties and
responsibilities as Regents of the U. T. System. (Moved from Regents’

Rule 10403, Section 5)

3.2 Information requests for data or for the compilation of information by an
individual member of the Board will be processed in compliance with
Regents’ Rule 10801 concerning Transparency, Accountability, and
Access to Information.

Page 1 of 2
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Meeting of the U. T. System Board of Regents - Meeting of the Board

The University of Texas System '
Rules and Requlations of the Board of Regents Rule: 10101

Sec. 4

Communication with Faculty, ard-Staff, and Administration. Members of the
Board of Regents are to be provided access to such personnel as in their
individual judgments will enable them to fulfill their duties and responsibilities
as Regents of the U. T. System. The regular channel of communication from -
members of the Board to the faculty, staff, and administration is through the
Chancellor, the appropriate Executive Vice Chancelior, and the president of the
institution involved, and a copy of any communication sent by a Regent directly
to any member of the faculty, staff, or administration should be furnished to the
Chancellor, the appropriate Executive Vice Chancellor, and the president of the
institution involved; however, individual Board members are not preciuded from
direct participation and communication with the presidents, faculty, staff, and
students of the U. T. System. (Moved from Regents’ Rule 10403, Section 5)

Records and Information Management. Members of the Board of Regents
shall comply with the Systemwide policies reqarding records retention and
information management, including System Administration policies on
encryption, retention, destruction, and release of documents.

5.1  |n addition to required training under State law, each member of the
Board will be provided training on records and document management,
including compliance with U. T. System records and retention policies.

52 U.T. System Administration will provide a U. T. System email address
and account to each Regent at the beginning of service as a member of
the Board of Regents. Members of the Board are strongly encouraged to
use U. T. System email addresses for all communications related to
public business or public policy over which the Board of Regents has
supervision or control.

5.3 Any email messages sent by a U. T. System employee to a member of
the Board of Regents_and related to publiic policy or U. T. business wili be
sent to the Regent’s U. T. System email address.

Page2of 2 .
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Mesting of the U. T. System Board of Regenls - Meating of the Board

The University of Texas System

Rule: 10403

Rules and Regulations of the Board of Regents

1. Title

Procedure Public Statements on Behalf of the Board

2. Rule and Regulation

Sec. 10 Political-or Public Statements on Controversial Matters. The Board of Regents
o tsalf 4 bility§ .

acts to determine the

Regents on matters of an

Hao al B aYa

ard of

official position of the U. T. System or the Bo
obviously controversial nature instifuti

101 Statements on such matters shall be made by the Chairman of the
Board or the Chancellor.

10.2 Except as allowed under Section 10.1 Without-the-advance-approval-of
the Board, no Regent, officer, or employee facuityorstaff member shall
make or issue any public statement on iti i
an obviously controversial ature subject which might reasonably be
construed as a statement of the official position of the U. T. System or
the Board of Regents without the advance approval of the Board any
instituti Each institution's Handbook of
Operating Procedures may specify the institutional officers authorized to
speak on behalf of the institution.

It is not the intent of this policy statement to stifle the right of freedom of

speech of anyone speaking in a personal capacity where that person

makes it clear that he or she is not speaking for the U. T. System or the
PR Sint I ¢

Board of Regents any-of-the-institutions.
emergency-nature-shal

of-the Beard. To the extent possible, Regenis are expected to

coordinate media contacts with and to provide advance notice to the
U. T. System Office of External Relations regarding any media contacts .
and press statements.

—a
O3

irman

Page 1 of 1
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Meeiing of the U. T. System Board of Regents - Meeting of the Board

The University of Texas System
Rules and Regulations of the Board of Regents Rule: 10801

1, Title

Policy on Transparency, Accountability, and Access to Information

2. Rule and Regulation

Sec. 1

Sec. 2

Sec. 3

Sec. 4

The Board of Regents and U. T. System Administration are committed to
enhancing transparency, accountability, and access and disclosure of
information to the public, the media, elected and appointed state and federal
officials, and executive policy makers. :

To assist in achieving these goals, the Board wishes to provide maximum
transparency to the public and its representatives to the fullest extent allowed
by law while ensuring compliance with best governance practices and
appropriate protection of confidential information and personal privacy. The
Board acknowledges significant U. T. System leadership and progress in
expanding access and transparency, supports these ongoing efforts, and
recognizes that the efforts will require continuing and fong-term commitment.

The Board requires all U, T. System Administration, U. T. System institutional
employees, and members of the Board to respond thoroughly and
appropriately to all legal requests for information and in accordance with state
and federal faws to all lawful requests. The Board expects all employees to
work to achieve and maintain an environment of transparency, cooperation,
and compliance with applicable law and policy. The Board will support staffing
levels and acquisition of resources necessary and reasonable to implement

‘and achieve the intent of this Rule.

Enhancement of Access to and Analysis of Data and Information.

4.1 Importance of Data Collection, Retention, and Analysis. The U. T.
System recognizes and supports the importance of data collection,
retention, and analysis for purposes such as reviewing System
operations and policies, guiding decision-making, improving productivity
and efficiency, and evaluating performance outcomes.

4.2 Increase in the Amount of Data Available. The U. T. System recognizes
that the amount of significant data being accumulated by the U. T.
System and U. T. System institutions is expanding exponentially each
year. The System further recognizes that current data collection and
management systems in use are not sufficient to effectively manage and
utilize all data becoming available.

4.3 Opportunities for Additional Enhancements. The U. T. System is
continually looking for ways to enhance the performance of its
institutions, to support access and success for all students, to improve

Page 1 of 3
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Mesting of the U. T. System Board of Regents - Meeling of the Board

The University of Texas System ‘
Rules and Requlations of the Board of Regents Rule: 10801

Sec. b

4.4

4.5

educational outcomes, and to remain a national leader in providing
access to data. As such, the U. T. System is committed to continue
collecting additional data and finding and utilizing new, better and more
expansive systems and software with which to manage and access these
data. These improved systems and new software will greatly improve the
ability to generate better informed decisions to enhance student success,
to increase productivity and efficiency, and to facilitate access to and
analysis of the data.

Framework for Advancing Excellence. The Framework, established

in 2011, implemented a centralized data warehouse for the purposes of
evaluating the progress of U. T. System institutions in achieving the goals
set forth in the Framework. The data warehouse is a central source of
information for the U, T. System Productivity Dashboard, which
specifically supports the goals of transparency and efficiency as
expressed in the Framework. .

(Framework url: httgs:llwww.utsystem.edulchanceilorlspeechesla—
framework—for—advancinq-excellence-throuqhout—the—universitv-of—texas—

system)

Information Accessible through Data Dashboard. The U. T. System
Productivity Dashboard provides a rolling 10 years (where available) of
data on the petformance of all U. T. System institutions and is available
free to the public. The Productivity Dashboard provides important data
and metrics concerning students, faculty, research and technology
transfer, health care, and productivity and efficiency.

(Productivity Dashboard url: http://data.utsystem.edu/)

Processing Information Requests.

5.1

5.2

53

Requests by Members of the Public. To enhance transparency, U. T.
System institutions and U. T. System Administration are expected to act
in strict compliance with the Texas Public information Act (TPIA) and
applicable State and federal law in providing public access to
governmental records. "

Requests by Representatives of the Media. In addition to the public right
of access to information through the TPIA, representatives of the media
may utilize U. T. System Administration and institutional offices of
external relations as an additional resource for questions.

Requests by Members of the Texas Legislature. The TPIA provides
members of the Texas Legislature a special right of access to Information
needed for legistative purposes. U. T. System Administration and

Page 2 of 3
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Meeting of the U. T. System Board of Regenls - Meeting of the Board

The University of Texas System
Rules and Requlations of the Board of Regents Rule: 10801

5.4

institutional offices of governmental affairs serve as additional resources
for questions from members of the Legislature.

Reguests by Members of the Board of Regents and Chancellor.

5.4.1 This process is not intended nor will it be implemented to prevent
a member of the Board of Regents or the Chancellor from access
to information or data that the Board member or Chancelior
deems is necessary to fulfill his or her official duties and
responsibilities.

5.4.2 Requests by an individual Regent for information shall be
submitted to the Chancellor with a copy to the Board Chairman
and General Counsel to the Board.

5.4.3 |nformation requests from or on behalf of an individual member of
the Board of Regents seeking the compilation of significant
quantities of information or data from a U. T. System institution
will be reviewed by the Chairman of the Board and the Chancellor
and, if necessary, discussed with the requesting Regent to
determine the appropriate scope of the request and timing of the
response to avoid inefficiencies and duplication of effort but shall
also ensure that requests are fulfilled in a timely manner
consistent with applicable law and policy. '

544 Smaller requests for existing information or data that do not
appear to require significant time or effort may be processed
through the Office of the Board of Regents and the Chancellor's
Office.

Sec. 6  Access to Requests for information.

8.1

6.2

The U. T. System Administration is directed to look for opportunities to
expand the existing U. T. System websites, established in 2012 to
provide public access to requests for information and which include all
Texas Public Information Act requests.

(Open Records website: htto://www.utsystem.edu/open-records?src=uts-

homepage)

It is the intent of the Board that documents responsive to those requests
be made available electronically to the extent legal and feasible, with the
Chancellor to set timelines for implementation, in consultation with the
Chairman.

1

Page 3 of 3
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The University of Texas System

Systemwide Policy Policy:_ uUrsiis

1. Title

Records and Information Management

2. Policy
Sec. 1

Sec. 2

Sec. 3

Sec. 4

Sec. b

Sec. 6

Handbook of Operating Procedures. A Records and Information
Management policy is to be included in institutional Handbooks of
Operating Procedures.

Records Retention Schedule. The University of Texas System
recognizes the need for orderly management and retrieval of all official
State records and a documented records retention schedule in
compliance with all State and federal laws and related regulations. All
official records (paper, microform, electronic, including all electronically
stored information (ESI), or any other media) will be retained for the
retention periods stated in the institutional Records Retention Schedule
as approved by the Texas State Library and Archives Commission and
the Texas State Auditor's Office in compliance with Texas Government
Code, Chapter 441, After a specified period of time, official records
must be disposed of in a manner that is consistent with, and
systematically carried out in accordance with prescribed records and
information management guidelines and procedures.

Convenience Copies. Convenience copies, library materials, and
stocks of obsolete forms or pamphlets originally intended for
distribution are not considered to be official State records.

. Convenience copies should be destroyed when they cease to be

useful and should never be kept longer than the official record copy.

Responsibility for State Records. The Chancellor and each
institutional president, as State agency heads, are responsible for the
proper management of State records as outlined in Texas Government
Code, Chapter 441. -

Agency's Representative. The Records Management Officer (RMO)
acts as the agency's representative in all issues of records and
information management policy, responsibility, and statutory
compliance pursuant to Texas Government Code Section 441.184.

Records Retention Schedule. The institutional Records Retention
Schedule provides a list of official State records for each department
on the campus and prescribes the periods of authorized retention. The
schedule may be revised periodically to include a newly created
records series, to change retention periods, or to delete a records

Page 1 of 5



The University of Texas System
Systemwide Policy Policy: uTs115

Sec. 7.

series no longer held. Appropriate approval procedures must be
followed and completed before any revisions would become effective.

Minimum Holding Period. All records are to be kept for the minimum
periods listed in the Records Retention Schedule. Notwithstanding
such minimum retention periods, an official State record whose

‘retention period has expired may not be destroyed if any litigation,

claim, negotiation, audit, public information request, administrative
review, or other action involving the record is initiated; its destruction
shall not occur until the completion of the action and the resolution of
all issues that arise from it. '

6.1 An official State record whose retention period expires during
any litigation, claim, negotiation, audit, public information
request, administrative review, or other action involving the
record may not be destroyed until the completion of the action
and the resolution of all issues that arise from it.

6.2 Documents may be maintained for the prescribed retention
periods in microform if the microform reproduction is
accomplished pursuant to a procedure that complies with Texas
Govermnment Code Section 441.188 and 13 Texas
Administrative Code Sections 6.21-6.35.

6.3 Official records kept only in electronic format must be identified
and must comply with the administrative rules of the Texas
State Library (13 Texas Administrative Code Sections 6.91-
6.97).

6.4 Vital records should be identified and protected in accordance
with Texas Govemment Code Section 441.183.

8.5 Archival documents should be identified in the Retention
Schedule and maintained in accordance with Texas
. Government Code Section 441.181. Archival or historical
records are to be preserved in the archives of the institution.

Destruction of State Records. No official State records may be
destroyed without permission from the Texas State Library as outlined
in Texas Government Code Section 441.187 and 13 Texas
Administrative Code Section 6.7. The Texas State Library has two
established methods for obtaining legal authority to destroy State
records. Procedures differ for records listed on an approved Records
Retention Schedule and any records not listed.

Page 2 of 6



The University of Texas System
Systemwide Policy Policy; UTS115

Sec. 8-

Sec. 9

71  Reasons for Not Destroying on Disposal Date. A State record
may not be destroyed if any litigation, claim, negotiation, audit,
open records request, administrative review, or other action
involving the record is initiated before the expiration of the
retention period for the record set in the approved institutional
Records Retention Schedule. if no action as described above
has been taken, records may be destroyed in accordance with
the approved retention periods shown in the Records Retention
Schedule. Prior to disposal of official records, all State and
institutional records and information management regulations
and policies must be followed.

7.2 Disposal of Records Not on Retention Scheduie. State records
not listed on the approved Records Retention Schedule may be
destroyed after receiving approval by officials at the Texas State
Library. The Form RMD 102, Request for Authority to Dispose
of State Records, must be completed and submitted to the
Records Management Division of the Texas State Library to
obtain approval for the destruction of such official State records.
Unlisted records must not be destroyed until the State Library
Administrator approves and returns the form to the appropriate
University officials.

Release of Records (Texas Public Information Act). Under provisions
of the Texas Public Information Act (Texas Government Code, Chapter
552), the Chancellor and the president of each U. T. System institution
may delegate their authority as the custodians of records to Public
Information Officers. The Chancellor has designated the Vice
Chancellor and General Counsel as the Public Information Officer at

U. T. System Administration. The Public information Officer at each
‘nstitution is the institution's chief business officer unless another
individual is so designated in accordance with the procedures outlined
in UTS139, Texas Public information Act. '

Requests for Records. Written requests for documents under the
Texas Public Information Act should be directed to the Public
Information Officer and handled immediately pursuant to the provisions
of the Act and UTS139, Texas Public Information Act.

Records Management Officer (RMO). State law requires each State
agency to appoint a RMO to act as the agency's representative on all
issues of records and information management policy, responsibility,
and statutory compliance pursuant to Texas Government Code Section
441.184. The RMO from System Administration and from each
institution will each submit their records retention schedules directly to
the State Library for approval and recertification in accordance with

Page 3 of 6



The University of Texas System
Systemwide Policy 7 Policy: UTS115

Texas Government Code 441 185 and 13 Texas Administrative Code
Sections 6.1-6.10.

U. T. System Administration's RMO. The RMO at U. T. System
Administration serves as coordinator of meetings of U. T. System and
the institutions to collaborate on records and information management
issues. In addition, the U. T. System RMO is available to assist
institutional RMOs and any staff who are assigned records and
information management responsibilities.

3. Definitions

Vital State Record --any State record necessary to the resumption or continuation
of State agency operations in an emergency or disaster, the recreation of the
legal and financial status of the agency, or the protection and fulfiliment of
obligations o the people of the state.

Archival State Record - any State record of enduring value that will be preserved
on a continuing basis by the institutional archives until its archivist indicates that
based on a reappraisal of the record it no longer merits further retention.

Confidential State Record - any State record to which public access is or may be
restricted or denied under Texas Government Code, Chapter 552 or other State
or federal law. : ' '

4.  Relevant Federal and State Stafutes

Texas Government Code, Chapter 441

Texas Administrafive Code Sections 6.91-6.97

Texas Government Code, Chapter 552

5. Relevant System Policies, Procedures, and Forms

UTS139, Texas Public Information Act

Form RMD 102, Request for Authority to Dispose of State Records

SLR 104: Designation of State Agency Records Management Officer (RMO}

SLR 105: Records Retention Schedule
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SLR 105C: Records Retention Schedule Certification

SLR 122: Records Retention Schedule Amendment

Records Retention Schedule for State Agencies, 4th Edition
Effective September 1, 2007

6. System Administration Office(s) Responsible for Policy
Office of Technology and Information Services
7. Dates Approved or Amended

August 8, 1998
September 30, 2009
March 10, 2011

8. Contact Information

Questions or comments about this policy should be directed to:

e bor@utsystem.edu
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1. Title

Texas Public Information Act

2. Policy
Sec. 1

Sec. 2

Sec. 3

Sec. 4

State Law. ltis the policy of the State of Texas that each person is

. entitled, unless otherwise expressly provided by law, at all fimes to

complete information about the affairs of government and the official
acts of public officials and employees in accordance with the Texas
Public Information Act ("the Act"), Texas Government Code,
Chapter 552. This procedure shall be liberally construed in favor of
granting a request for information.

Applicability. A subpoena duces tecumora request for discovery that
is issued in compliance with a statute or arule of civil or criminal
procedures is not considered to be a request for information under the
Act and is not subject to this procedure. A request for documents
pursuant to an institutional hearing is considered to be a request for

- information under the Act.

Procedures. The following sets forth procedures to be followed by The
University. of Texas System ("U. T. System") for complying with the Act.
For purposes of this procedure, U. T. System includes U. T. System
Administration ("System Administration") and the institutions. The term
“institutions” refers to the general academic and health related '
institutions that comprise U. T. System. The generic term "institution”
referenced throughout this procedure refers to System Administration
and the institutions. It is the responsibility of System Administration and
the institutions to properly instruct its employees regarding compliance
with these procedures and the Act.

Officers for Public Information and Designated Agents.

41 Delegation of Authority. The Texas Public Information Act
designates the chief administrative officer of a governmental '
body as the officer for public information. The Chancellor of the
U. T. System is the officer for public information for System
Administration. The president of each institution is the officer for
public information for his or her institution. The Chancellor and
the president of each institution delegate their authority under
the Act to the appropriate Public Information Officer as defined
below.

42  Public Information Officer. The Public Information Officer of
System Administration is the Vice Chancelior and General
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Sec. b

4.3

44

Counsel or designee; the Public Information Officer of each
institution is the institution's chief business officer or another
institution officer designated in writing by the institution's
president. :

Notification. If an individual other than the chief business officer
is designated by an institution, the president will notify the Vice
Chancellor and General Counsel with a copy as appropriate to
the Executive Vice Chancelior for Academic Affairs or the
Executive Vice Chancelior for Health Affairs.

Designated Agent. The Public Information Officer ("officer") is
the designated agent for coordinating responses to requests for
pubiic information appropriately submitted to his or her

~ respective institution.

General Duties of Public Information Officer.

5.1

5.2

53

Availability, Protection, and Maintenance of Information. The
Public Information Officer shall make public information .
available for public inspection and copying; carefully protect
public information from deterioration, alteration, mutilation, loss,
or unlawful removal; and repair, renovate, or rebind public
information as necessary to maintain it properly.

Limitations. The officer may not inquire into the purpose for
which the information will be used or make other inquiry of a
requestor except to establish proper identification or as follows:

(a) if information requested in unclear, the requestor may be
asked to clarify the request; and

~ (b)ifalarge amount of information has been requested, the

requestor may be asked how the scope of the request might
be narrowed. '

Requests for Clarification. All inquiries to the requestor for
clarification or narrowing of a request shall be made in writing
and may be sent via email or via facsimile transmission. If the
requestor's request for information included the requestor's
physical or mailing address, the communication shall be sent by
certified mail-to the requestor's physical or mailing address. The
communication must state that all responses to the inquiry must
also be made in writing and returned to the U. T. System by
mail, email, or via facsimile transmission and that failure to
respond in a timely manner may result in the request being

Page 2 of 21



The University of Texas System
Systemwide Policy Policy: UTS$138

Sec. 6

Sec. 7

considered withdrawn. If the officer does not receive a written
response from the requestor by the 61st day after the date the
written request for clarification or narrowing is sent, the request
for public information is considered to have been withdrawn by
the requestor.

54  Uniform Treatment of Requests. The Public Information Officer
shall treat all requests for information uniformly without regard to
the position or occupation of the requestor, the person on whom
behalf the request is made, or the status of the individual as a
member of the media. The Act provides that U, T. System is not
required to accept or comply with a request for information from
an individual who is imprisoned or confined in a correctional
facility.

55 Comfort and Facility. The Public Information Officer shall give
: to the requestor all reasonable comfort and facility for the full
exercise of the rights granted by the Act.

Sign. The Public Information Officer shall prominently display a sign in
the form prescribed by the Attorney General that contains basic
information about the rights of a requestor, the responsibilities of a
governmental body, and the procedures for inspecting or obtaining a
copy of public information. The officer shall display the sign at one or
more places in administrative offices of the institution where it is plainly
visible to: :

61 members of the public who request public information in person;.
and

6.2 employees whose duties include receiving or responding to
public information requests.

Receiving and Referring Requests.

74  Written Requests. All requests for public information must be
received in writing. For purposes of this Act, a written request
includes a request made in writing that is sent by the requestor
to the chief administrative officer, the Public Information Officer,
or the person designated by the Public Information Officer, by
regular mail, electronic mail, or facsimile transmission.

72  Forwarding of Requests. Any official or other employee
receiving a written request for information via regular mail or
hand-delivery must forward it immediately to the Public
Information Officer.
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" Sec. 8

7.3

74

Emait and Facsimile Requests. Email and facsimile requests
are not valid unless sent directly by the requestor to the Public
Information Officer or his or her designee.

Submission to Public Information Officer. Individuals contacting
System Administration with written or verbal inquiries regarding
public information held by an institution should be advised to
submit their requests in writing directly to the Pubiic information
Officer of the appropriate institution.

Routine Requests.

8.1

8.2

8.3

8.4

Compliance. When it is clear from the request that requested
information is not excepted from required disclosure, the Public
Information Officer should respond or coordinate responses to
the request, notifying the chief administrative officer as
appropriate. The Public Information Officer should promptly
produce public information for inspection, duplication, or both,
on application by any person. Public Information Officers comply
with routine requests by:

(a) providing the public information for inspection or duplication
in the offices of the institution; or

(b) sending copies of the public information by first class United
States mail if the person requesting the information requests
that copies be provided by mail and pays the postage and
any other charges that the requestor has accrued.

Charges. Charges for providing a copy of publié information are
considered to accrue at the time the requestor is advised that
the copy is available on payment of the applicable charges.

Information in Active Use or in Storage. If the requested
information is unavailable at the time of the request to examine
pecause it is in active use or in storage, the Public Information
Officer shall certify this fact in writing to the requestor and set a
date and hour within a reasonable time when the information will
be available for inspection or duplication.

Request for Additional Time. If the requested information
cannot be produced for inspection or duplication within 10
business days after the date the information is requested, the
Public Information Officer shall certify that fact in writing to the
requestor and set a date and hour within a reasonable time
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8.5

8.6

8.7

8.8

when the information will be availa‘ble for inspection or
duplication.

Time Limitations. A requestor must complete the examination
of the information not later than the 10th business day after the
date the information is made available. If the requestor does not
complete the examination of the information within 10 business
days after the date the information is made available and does
not file a request for additional time as follows, the requestor is
considered to have withdrawn the request. The Public
information Officer shall extend the initial examination period by
an additional 10 business days if, within the initial period, the
requestor files a written request for additional time. The period
must be extended by another 10 business days ff, within the
additional period, the requestor files a written request for more
additional time.

Electronic or Magnetic Medium. If public information exists in
an electronic or magnetic medium, the requestor may request a
copy either on paper or in an electronic medium, such as on
diskette or on magnetic tape. The Public Information Officer
shall provide a copy in the requested medium if:

(a) the institution has the technologica! ability to produce a copy
. of the requested information in the requested medium;

(b) the institution is not required to purchase any software or
hardware to accommeodate the request; and

(c) provision of a copy of the information in the requested
medium will not violate the terms of any copyright agreement
between the institution and a third party.

Paper or Other Medium. If the institution is unable to comply
with the request to produce a copy of information.in a requested
medium for any of the reasons described above, the institution
must provide a paper copy of the requested information or a
copy in another medium that is acceptable to the requestor. The
institution is not required to copy information onto a diskette or
other material provided by the requestor but may use its own
supplies.

Written Statement. The Public Information Officer must provide
the written statement to a requestor described below if the
institution determines:
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8.9

8.10

8.11

(a) that responding to a request for public information will
_require programming or manipulation of data; and

(b) that:

. compliancé with the request is not feasible or will result in
substantial interference with its ongoing operations; or

i the information could be made available in the requested
form only af a cost that covers the programming an
manipulation of data. :

Information for Written Statement. The written statement must
include:

(a) a statement that the information is not available in the
requested form;

(b) a description of the form in which the information is
available;

(c) a description of any contract or services that would be
required to provide the information in the requested form;

(d) a statement of the estimated cost of providing the
information in the requested form, as determined in
accordance with the guidelines for specifying charges for
access to public information; and

(e) a statement of the anticipated time required to provide the
information in the requested form. .

Timing of Written Statement. The institution shall provide this
written statement to the requestor within 20 days after the date
of the institution’s receipt of the request. The institution has an
additional 10 days to provide the statement if written notice is
given fo the requestor, within 20 days after the date of receipt of
the request, that the additional time is needed.

Requestor Response. After providing the written statement to
the requestor as required above, the institution does not have
any further obligation to provide the information in the requested
form or in the form in which it is available unless within 30 days
the requestor informs the institution in writing that the requestor:

(a) wants the governmental body to provide the information in
the requested form according to the cost and time
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Sec. 9

. 8.12

8.13

parafneters set out in the statement or according to other
terms to which the requestor and the governmental body
agree; of

(b) wants the information in the form in which it is available.

Withdrawal of Request. if a requestor does not make a timely
written- statement as specified above, the requestor is
considered to have withdrawn the request for information.

- Maintenance of Written Statements. The Public Information

Officer must maintain a file containing all written statements
issued pursuant fo instructions above in a readily accessible
location.

Nonroutine Requests.

9.1

9.2

Consultation for Disclosure Exceptions. When it is not clear
whether requested information is excepted from required
disclosure by the Public information Act, the Public Information
Officer for the general academic and health related institutions
shall consult with the Office of General Counsel within the time
frames outlined below to determine whether the records in
question should be withheld or released. )

Attorney General Decisions. Subchapter C of the Public
Information Act excepts a number of categories of information
from required disclosure. On determination by the Office of
General Counsel that requested information falls within one of
these excepted categories, the Office of General Counsel shall
forward a request for a decision to the Attorney General to
confirm that such information shall be withheld from public
disclosure. On determination by the Office of General Counsel
that that requested information does not fall within one of the
excepted categories, the request shall be processed following
procedures specified above for a routine request.

Sec. 10 Requests for Personal Information.

10.1

Special Right of Access to Confidential Information. Information
related to the person and that is held by the institution and
protected from public disclosure by laws intended to protect that
person's privacy interests will be disclosed to the person or the
person's authorized representative in accordance with

Sections 552.023, 552.229, and 552.307 of the Act. A person
may also request to be informed about information that the
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10.2

" institution collects about the individual, as provided by

Section 559.003(a)(1) of the Texas Government Code.
Requests for information should be made in accordance with
Section 7 of this policy. Nothing in this policy shall allow an
individual access to information to which access is denied by
the Act or by other law.

Right to Requesthrrection of Incorrect Information.

(a) A person is entitled to have the institution correct information
about the individual that is incorrect in accordance with the
following procedures that are established in accordance with
Section 559.004 of the Texas Government Code. This policy
does not apply to an employee of the U. T. System who
secks to correct information in that employee's personnel
file: such an employee should comply with the institution's
grievance process.

{b) The person should request in writing that the institution
correct information about the person that is held by the
institution that is incorrect. The request should specifically
identify (1) the information that the person believes to be
incorrect, and (2) the document or other source in which the
information is located. The request also should specify the
correction that the person requests. Requests for corrections
should be made in accordance with Section 7 of this policy.

(c) Not later than 10 days (excluding Saturdays, Sundays, and
State and national legal holidays) after the date of the Public
Information Officer's receipt of the request for correction, the
Public Information Officer shall acknowledge in writing the
receipt of the request. The Public Information Officer
thereafter shall promptly either make the correction to the
information as identified by the person or inform the person
of the officer's refusal to amend the information in

" accordance with the person's request, the reason for the
refusal, and the name and address of the official to whom .
the person may request a review of the refusal. The
designated official will be the Chancellor or the president, as
appropriate, or his or her designee.

(d) If the person disagrees with the refusal of the Public
information Officer to amend the information, the person
may request in writing to the designated official a review of
the refusal. Not later than 30 days (excluding Saturdays,
Sundays, and State and national legal holidays) after the
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date of the designated official's receipt of the request for
review, the official shall complete a review of the matter and
make a final determination unless, for good cause, the
official extends the thirty-day period. ‘

(e) The institution will make approved corrections in accordance
with all applicable laws and regulations, including those '
pertaining to records reténtion. The institution may make
approved corrections by adding a document that amends but
does not replace the document containing the incorrect
information. :

Sec. 11 Responding to Repetitious or Redundant Requests.

1.1

11.2

Certifications. If the Public Information Officer determines thata -
requestor has made a request for information for which the
institution has previously furnished copies to the requestor or
made copies available to the requestor on payment of
applicable charges, the Public Information Officer may respond
to the request by certifying to the requestor that copies of all or
part of the requested information, as applicable, were previously
furnished to the requestor or made available. The certification
must inciude:

(a) a description of the information for which copies have been
previously furnished or made available to the requestor;

(b) the date that the institution received the requestor's original
request for that information;

(c) the date that the institution previously furnished copies of or

made available copies of the information to the requestor;

(d) a certification that no subsequent additions, deletions, or
corrections have been made to that information; and

(e) the name, title, and signature of the Public Information
Officer or the officer's agent making the certification.

Charges. A charge may not be imposed for making and
furnishing the certification. Information not furnished in the
previous request must be furnished for the new request.

Sec. 12 Requests Requiring More Than 36 Hours of Personnel Time (36 Hour

Rule).
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12.1

12.2

12.3

12.4

36 Hour Rule. Each requestor is limited to 36 hours of time per

" {2-month fiscal year that personnel of the institution are

required to spend producing public information for inspection
and duplication, or providing copies of public information to the
requestor, without recovering its costs attributable to that
personnel time.

Written Statements. Each time the institution complies with a
request for public information, the institution shall provide the
requestor with a written statement of the amount of personnel
time spent complying with that request and the cumulative
amount of time spent complying with requests for public
information from that requestor during the applicable 12-month
period. The requestor may not be charged for the amount of
time spent preparing the written statement.

Written Cost Estimates. If, in connection with a request for
public information, the cumulative amount of personnel time
spent complying with requests for public information from the

~ same requestor is expected to equal or exceed 36 hours, the

instituion shall provide the requestor with a written estimate of
the total cost, including materials, personnel time, and overhead
expenses necessary to comply with the request. The written
estimate must be provided to the requestor on or before the
10th day after the date on which the public information was
requested. If the institution determines that additional time is
required to prepare the written estimate and provides the
requestor with a written statement of that determination, the
institution must provide the written statement as soon as
practicable, but on or before the 10th day after the date the
institution provided the notice that additional time was required.

Calculation of Costs. The costs charged for personnel time
relating to the cost of locating, compiling, and producing the

. public information shall be calculated at the rates set by the

Texas Attorney General's Office. A summary of the charges is
available as Attachment 1. When calculating the amount of time
spent complying with an individual's public information
request(s), the institution may not include time spent on:

(a) determining the meaning and/or scope of the request(s);
(b) requesting a clarification from the requestor;

(c) comparing records gathered from different sources;
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12.5

12.6

12.7

(d) determining which exceptions to disclo'sure, if any, may
apply to information that is responsive to the request(s);

(e) preparing the information and/or correspondence required
for an Attorney General decision;

(f) reordering, reorganizing, or in any other way bringing
information into compliance with well established and
generally accepted information management practices; or

(g) providing instruction to, or learning by, employees or agents
of the institution of new practices, rules, and/or procedures,
including the management of electronic records.

Payment by Requestor. If an institution provides a requestor
with a written statement estimating the cost of personnel! time to
complete the requestor's request, the institution is not required
to produce public information for inspection or duplication or to
provide copies of public information in response to the
requestor's request unless on or before the 10th day after the
date the written statement was sent, the requestor submits a
statement in writing to the governmental body in which the
requestor commits to pay the lesser of:

(a) the actual costs incurred in complying with the requestor's
request, including the cost of materials and personne! time
and overhead; or

(b) the amount stated in the written statement.

Withdrawal of Request. [f the requestor fails or refuses to
submit a written commitment to pay statement, the requestor is
considered to have withdrawn the requestor's pending request
for public information. : '

Exceptions to 36 Hour Rule. This rule does not prohibit
institutions from providing.a copy of public information without
charge or at a reduced rate when it is in the public interest or
from waiving a charge for providing a copy of public information
when the cost of processing the collection will exceed the
amount of the charge. In addition, the 36 hour rule does not
apply if the requestor is an individual who, for a substantial
portion of the individual's livelihood or for substantial financial
gain, gathers, compiles, prepares, collects, photographs,
records, writes, edits, reports, investigates, processes, or
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12.8

publisheé news or information for and is seeking the information
for:

(a) a radio or television broadcast station that holds a broadcast
license for an assigned frequency issued by the Federal
Communications Commission;

(b) a newspaper that is qualified under Section 2051 044, Texas

Government Code to publish legal notices or is a free
newspaper of general circulation and that is published at
least once a week and available and of interest to the
general public in connection with the dissemination of news;

(é) a newspaper of general circulation that is published on the
Internet by a news meditm engaged in the business of
disseminating news or information to the general public; or

(d) a magazine thatis published at least once a week or on the
Internet by a news medium engaged in the business of
disseminating news or information to the general public.

Additional Exceptions to 36 Hour Rule. Further, the 36 hour rule
does not apply if the requestor is:

(a) an elected official of the United States, Texas, or a political
subdivision of Texas; or

(b) a representative of a publicly funded legal services
organization that is exempt from federal income taxation
under Section 501(a), Internal Revenue Code of 1986, as
amended, by being listed as an exempt entity under
Section 501(c)}(3) of that Code.

Sec. 13 ltemized Estimate of Charges.

13.1

Written ltemized Statement. If a request for a copy of public
information will result in the imposition of a charge that exceeds
$40, or a request to inspect a paper record will result in the
imposition of a charge that exceeds $40, the institution shall
provide the requestor with a written itemized statement that
details all estimated charges that will be imposed, including any
allowable charges for labor or personnel costs. If an alternative
less costly method of viewing the records is available, the
statement must include a notice that the requestor may contact
the institution regarding the alternative method. The institution
must inform the requestor of the responsibilities imposed on the
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13.3

requestor and of the rights granfed and give the requestor the
information needed to respond, including:

(a) that the requestor must provide the institution with a mailing,
facsimile transmission, or electronic mail address to receive
the itemized statement and that it is the requestor's choice
which type of address to provide;

(b) that the request is considered automatically withdrawn if the
requestor does not respond in writing to the itemized
statement and any updated itemized statement in the
appropriate time and manner; and

(c) that the requestor may respond to the statement by
delivering the written response fo the institution by mail, in
person, by facsimile transmission, or by electronic mail.

Withdrawal of Request. A request is considered to have been
withdrawn by the requestor if the requestor does not respond in
writing to the itemized statement by informing the institution
within 10 business days after the date the statement is sent to
the requestor that:

(a) the requestor will accept the estimated charges;

{b) the requestor is modifying the request in response to the
itemized statement; or

(c) the requestor has sent to the Attorney General a complaint
alleging that the requestor has been overcharged for being
provided a copy of the public information.

Updated ltemized Statement. If the institution later determines,
but before it makes the copy or the paper record available, that
the estimated charges will exceed the charges detailed in the
written itemized statement by 20% or more, the institution shall
send to the requestor a written updated itemized statement that
details all estimated charges that will be imposed, including any
allowable charges for labor or personnel costs. If the requestor
does not respond in writing to the updated estimate in the time
and manner described above, the request is considered to have
been withdrawn by the requestor.
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13.4

13.5

13.6

If the actual charges that an institution imposes for a copy of
public information, or for inspecting a paper record exceeds
$40, the charges may not exceed:

(a) the amount estimated in the updated itemized statement; or

(b) if an updated itemized statement is not sent to the requestor,
an amount that exceeds by 20% or more the amount
estimated in the itemized statement.

Statement Daté. An itemized statement or updated itemized
statement is considered to have been sent by the institution to
the requestor on the date that:

(a) the statement is delivered to the requestor in person;

(b} the institution deposits the properly addressed statement in
the United States mail; or

(c) the institution transmits the properly addressed statement by
electronic mail or facsimile transmission, if the requestor
agrees to receive the statement by electronic mail or
facsimile transmission, as applicable.

Response Date. A requestor is considered to have responded
to the itemized statement or the updated itemized statement on
the date that:

(é) the response is delivered to the institution in person;

(b) the requestor deposits the properly addressed response in
the United States mail; or :

(c) the requestor transmits the properly addressed response to
the institution by electronic mail or facsimile transmission.

Timelines for Attbrney General Decisions. These timelines do
not affect the deadlines required for requesting an Attorney
General's decision.

Sec. 14 Time of the Essence.

14.1

Requests to Attorney General. Institutions seeking to withhold
requested information based upon a Subchapter C exception
must notify the Office of General Counsel. The Public
Information Act provides that a decision regarding applicability
of the specified exception must be requested from the Attorney
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143

General within 10 business days from the date that the request
is received. Further, the requestor must be provided the
following information within the same time frame:

(a) a written statement that the institution wishes to withhold the
requested information and has asked for a decision from the
Attorney General about whether the information is within an
exception to public disclosure; and

(b) a copy of the institution’s written communication to the
Attorney General asking for the decision of, if the written
communication discloses the requested information, a
redacted copy of that written communication.

Requests Not Made to Attorney General Within Time Frame. |f
a decision of the Attorney General is not requested within -

10 business days and the requestor is not provided with the
information described in the paragraph above, the information is
subject to required public disclosure and must be released
unless there is a compelling reason to withhold the information.
All related supplementary information required by the Attorney
General must be provided not fater than 15 business days after
the date that the request is received.

Time Needed for Requests. These deadlines make it
imperative that the Office of General Counsel be given as much
time as possible to deal with requests o which the legal
response is not immediately apparent. Unless the Public
Information Officer determines that the requested information is
unquestionably disclosable and routinely fills the request, the
Office of General Counsel should have at least five business
days of the 10-day decision deadline to review the request. In
many cases, it may be necessary to compite the requested
material, or representative material if filling the entire request is
difficult and time consuming, and present it to the Office of
General Counsel in order for counsel to make this
determination. In all cases where an Attorney General's decision
is deemed necessary by the Office of General Counsel, the
requested information or representative material must be
compiled and provided to the Office of General Counsel for
forwarding to the Attorney General along with the request for
decision. To facilitate the timely review by the Office of General
Counsel, the Public Information Officer should begin compiling
the requested information at the same time the Office of
General Counsel is first contacted concerning the request.
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Sec. 16

14.4 Exceptions. All possible exceptions must be communicated to
the Office of General Counsel. If an exception is not raised
before the Attorney General, it is waived. The only exceptions to
waiver are exceptions based on a requirement of federal law or
exceptions involving third party property or privacy interests.

Proprietary Information of a Third Party. If a request is made for
information pertaining to a person’s proprietary information that may be
subject to exception under the Act and a request for Attorney General
decision is made by the institution, the Public Information Officer shall
make a good faith attempt to notify that person of the request for the .
Attorney, General decision. Notice must:

156.1 bein writihg and sent within a reasonable time not later than the
10th business day after the date the institution receives the
request for the information; and

15.2 include

(@) a copy of the written request for the information received by
the institution; and

(b) a statement, in the form prescribed by the Attorney General,
that the person is entitled to submit in writing to the Attorney
General within a reasonable time not later than the 10th
business day after the date the person receives the notice

i each reason the person has as to why the information
should be withheld; and

i aletter, memorandum, or brief in support of that reason.

News Media Requests.

16.1 Notification to Vice Chancelior for External Relations. An official
or other employee of System Administration who receives a
request for public information from a representative of the news
media is strongly encouraged to inform the Vice Chancellor for
External Relations. :

16.2 Notification to Chief Administrative Officers. The Vice
Chancellor for External Relations will inform the institution chief
administrative officer about media requests affecting an
institution.

16.3. Coordination of Responses. Public Information Officers are
strongly encouraged to coordinate responses to news media
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requests with the other Public Information Officers who have
received the same or similar requests and, as appropriate, with

the Vice Chancelior for ExternAal Relations.

Sec. 17 Requests from Legislators and Other Governmental Offices.

Sec. 18

Sec. 19

Sec. 20

171

17.2

U. T. System Notification to Vice Chancellor for Governmental
Relations. The Vice Chancellor and General Counsel shall
notify the Vice Chancellor for Governmental Relations when
U. T. System receives requests for public information from
members of the Legislature or other governmental offices.

Institutional Notification to Vice Chancellor for Governmental
Relations. At the direction of the president of an institution, the
Public Information Officer of an institution shall notify the Vice
Chancellor for Governmenta! Relations when the institution
receives requests for public information from members of the
Legislature or other governmental offices.

Form and Approval of Responses.

18.1

18.2

Review of Requested Information. Except for routine
responses, requested information should be reviewed and
approved by the chief administrative officer or designee and the
Public Information Officer or designee following appropriate
consultation with the Office of General Counsel.

Cover Letters. As a general rule, cover letters responding to
requests for public information should be signed by the Public
Information Officer or designee.

Resolutioﬁ of Questions. Questions regarding the procedure for
answering requests for public information should be directed to the
Office of General Counsel.

Recovery Costs and Guidelines.

20.1

20.2

Policy. In accordance with Subchapter F of the Act and Title 1
of the Texas Administrative Code, itis the policy of The
University of Texas System to recover the full costs for
retrieving and copying public records. Officers filling requests for
public information should account for all costs in fulfilling these
requests using the following guidelines.

Guidelines. The Public Information Officer shall make a
preliminary estimate of the cost of retrieving and copying public
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records under these guidelines and notify the requestor, giving
the requestor the option to (1) agree to the cost and submit
necessary prepayment (see Section (b)iii below), (2) alter, or
(3) withdraw the request. If charges are in excess of $40, the
Public Information Officer shouid foliow the procedures outlined
in Section 13. If personnel time will exceed 36 hours, the Public
Information Officer should follow the procedures outlined in
Section 12.

(a) Definitions: See Definitions section of policy.

(b) The U. T. System adopts the rules for estabiishing charges
to be made for public records set out in the Texas
Administrative Code, Title 1, and the Act as summarized
below:

i. Inspection of Information. Where only inspection of
paper documents is requested (i.e., no copies made), no
charge may be assessed except when:

A. arequested page contains confidential information
that must be edited from the document before the
information can be released, the cost of making a
copy of the edited page may be imposed;

B. the request puts the requestor over the 36 hour limit
for institution personnel time for the current fiscal
year; or

C. the public information specifically requested for
inspection by the requestor: '

1. is older than five years; or completely fills, or when
assembled will compietely fill, six or more archival
boxes; and -

2. the Public Information Officer or designee
estimates that more than five hours will be
required to make the public information available
for inspection. '

The Public Information Officer or designee may
require the requestor to pay, make a deposit, or
post a bond for the payment of anticipated
personnel costs for making available for inspection
such public information.
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ii.

iii.

Where only inspection of information that exists in
an electronic medium is requested, no charge may
be assessed for access to the information, unless
complying with the request will require
programming or manipulation of data. In such a
case, the requestor must be notified of estimated
charges to be imposed before assembling the
information. .

Waiver of Reduction. Costs shall be waived or reduced if
it is determined that waiver or reduction is in the public
interest.

Prepayment.

A bond or deposit for payment of anticipated costs for the
preparation of a copy of public records shall be required if
the charges for providing the copy of the public
information is estimated to exceed $100 and if the Public
Information Officer or designee has provided the
requestor with the required written itemized statement
detailing the estimated charge for providing the copy.

The Public information Officer or designee may require a
deposit or bond for payment of unpaid amounts owing to
the institution before preparing a copy of public

information in response to a new request if those unpaid

amounts exceed $100. A request for an Aftorney
General’s opinion must still be made within 10 business
days necessitating a review of the public information
requested, even though the requestor's copy may not be
prepared. The institution must fully document the
existence and amount of those unpaid amounts or the
amount of any anticipated costs, as applicable, hefore
requiring a deposit or bond under this section. The
documentation is subject to required public disclosure
under this chapter.

A request for a copy of public information is considered to
have been received by an institution on the date the
institution receives the deposit or bond for payment of
anticipated costs or unpaid amounts if the institution's
Public Information Officer or the officer's agent requires a
deposit or bond in accordance with this section.
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A person requesting information who fails to make a
deposit or post a bond before the 10th business day after
the date the deposit or bond is required is considered fo
have withdrawn the request for the copy of the public
information that precipitated the requirement of the
deposit or bond.

iv. Charge Schedule.

A summary of the charges for copies of public
information that have been adopted by the Attorney
General is available as Attachment 1.

System Administration and institutions shall maintain a
record of charges for public information requests (refer to
Attachment 2 for the Public Information Charges Invoice
form). :

v. Examples of Charges for Copies of Public Information. A
few examples of the calculation of charges for
information are presented in Attachment 3.

(c) The entire amount of fees collected pursuant to policies
outiined herein should be deposited back to the appropriate
fund that incurred the costs involved.

(d) System Administration and institutions shall maintain a
_register that records receipt and processing of requests for
public information. :

3. Definitions

Chief Administrative Officer - the Chancellor of The University of Texas System
and the president of each academic and health institution.

Full Cost - the sum of all direct costs plus a proportional share of overhead or
indirect costs.

Nonstandard-Size Copy - a copy of public information that is made available to a
requestor in any format other than a standard-size paper copy. Microfiche,
microfilm, diskettes, magnetic tapes, CD-ROM, and nonstandard-size paper
copies are examples of nonstandard-size copies.

Public Information - information that is collected, assembled, or maintained under
a law or ordinance or in connection with the transaction of official business by a
governmental body or for a governmental body and the governmental body owns
the information or has a right of access to it.
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i .
Readily Available [nformation - information that already exists in printed form, or
information that is stored electronically and is ready to be printed or copied
without requiring any programming, of information that already exists on
microfiche or microfilm. Information that requires a substantial amount of time to
locate or prepare for release is not readily available information.

Standard-Size Copy - a printed impression on one side of a piece of paper that
measures up to 8 1/2 by 14 inches. Each side of a piece of paper on which an
impression is made is counted as a single copy. A piece of paper that is printed
on both sides is counted as two copies.

4, Relevant Federal and State Statutes

Texas Government Code, Chapter 552

Texas Government Code Section 559.004

Texas Government Code Section 559.003

Texas Administrative Code, Title 1

5. Relevant System Policies, Procedures, and Forms

Attachment 1 Summary of Charges for Copies

Attachment 2 Public lnforniation Charges Billing Form

Attachment 3 Examples of Charges for Copies of Public Information

6. System Administration Office(s) Responsible for Policy
Office of General Counsel
7. Dates Approved or Amended

June 10, 2005
June 8, 2010

. May 26, 2011
October 11, 2011
March 8, 2012

8. Contact Information

Questions or comments about this policy should be directed to:

. bor@ufsystem.edu
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1. Title

Information Resources Use and Security Policy

2. Policy

Sec. 1

Sec. 2

Policy Statement. It is the policy of The University of Texas System to:

1.1

1.2

1.3

protect Information Resources based on risk against accidental
or unauthorized access, disclosure, modification, or destruction
and assure the availability, confidentiality, and integrity of Data;

appropriately reduce the collection, use, or disclosure of social
security numbers contained in any medium, including paper
records; and

apply appropriate physical and technical safeguards without
creating unjustified obstacles to the conduct of the business and
Research of the U. T. System and the provision of services to its
many constituencies in compliance with applicable State and
federal laws.

Purpose.

2.1

2.2

Title 1 Texas Administrative Code 202.70(1) states that it is the
policy of the State of Texas that [nformation Resources residing
in the various institutions of higher education of state
government are strategic and vital assets belonging to the
people of Texas. Assets of U. T. System must be available and
protected commensurate with their value and must be
administered in conformance with federal and State’ law and the
U. T. System Regents’ Rules and Regulations. This Policy
provides requirements and guidelines to establish accountability
and prudent and acceptable practices regarding the use and
safeguarding of the U. T. System Information Resources, to
protect the privacy of personally identifiable information
contained in the Data that constitutes part of its Information
Resources, to ensure compliance with applicable policies and
State and federal laws regarding the management and security
of Information Resources, and to educate individual Users with
respect to the responsibilities associated with use of U. T.
System Information Resources.

This policy, which includes appended [nformation Security
Practice Bulletins, is intended to serve as the foundation for
each institution’s, System Administration’s, and The University
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of Texas Investment Management Company's (UTIMCO's)
(collectively known as the Entities) computer security program,
providing these Entities the authority to implement policies,
practice standards, and/or procedures necessary to implement
a successful Information Security Program in compliance with
this policy.

Sec.3 Compliance with State Law. Information that is collected pursuant or
' that is related to an Entity's Information Security Program is subject to
Section 552.139 of the Texas Government Code and is therefore
confidernitial by law. Accordingly, an Entity may not withhold information
or fail to include information required by this Policy and/or Security
Practice Bulletins to be provided to or included in an Entity's
Information Security Program.

Sec. 4  All of the requirements in this current Policy apply to all U. T. System
Data, including social security numbers, that-are maintained,
transmitted, or made available in electronic media (Digital Data).
However, the special requirements governing the use, disclosure, and
maintenance of social security numbers, now sef forth in Section 15 of

this policy, apply to social security numbers contained in any media,
including paper records, held by all Entities except UTIMCO.
Therefore, special caution should be exercised when collecting, using,
or disclosing any Data that includes a social security number.

Sec.5. Information Resources Security.Responsibilitvy and Accountability.

51 Designation of Responsibility. All Entities must designate
responsibility for the information security function by
documenting key roles and responsibilities.

52 Chancellor. The Chancellor shall be responsible for the
following:

(a) budget sufficient resources to fund ongoing and continuous
information security remediation, implementation, and
compliance activities that reduce compliance risk to an
acceptably low level; and

(b) ensure that appropriate corrective and disciplinary action is
taken in the event of noncompliance. )

53 Chief Administrative Officers. The Chief Administrative Officers
at each Entity shall be responsible for the following: -

(a) the Entity's compliance with this Policy;
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5.4

(b) budget sufficient resources to fund ongoing and continuous

information security remediation, implementation, and
compliance activities {e.g., staffing, training, tools, and
monitoring activities) that reduce compliance risk to an
acceptably low level;

(¢} approve the Entity’s Informétion Security Program, or
designate someone to provide this approval in accordance
with 1 Texas Administrative Code 202.71(a); and

(d) ensure that appropriate corrective and disciplinary action is
taken in the event of noncompliance.

Chief Information Security Officer. The Chancellor shall
designate an individual to serve as U. T. System Chief
Information Security Officer (CISO). The responsibilities of the
U. T. System CISO shall include the following:

(a) provide leadership, strategic direction, and coordination for
the U. T. Systemwide Information Security Program
including issuing Security Practice Bulletins relating to
standards and best practices;

(b) establish the U. T. System CISO Council and hold meetings
at least quarterly;

(c) develop and provide oversight fora U. T. Systemwide
" Information Security Compliance Program. This program
shall include U. T. Systemwide and Entity action plans,
training plans, and monitoring plans;

(d) provide guidance on the Entity's Information Security
Program including organizational duties and responsibilities,
covered activities, authority to act, terminology definitions,
standard methodologies, and minimum standards;

(e) define the risk management process to be used for all
information security risk management activities;

(f) explore and recommend the‘acquisition of tools and
resources that can be utilized U. T. Systemwide and how
expertise can be shared among Entities;

(9) establish reporting guidance, metrics, and timelines and
monitor effectiveness of security strategies at each Entity;
and ' .
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(h) apprise the Chancellor and the Board of Regents quarterly
on the status and effectiveness of the Information Security
Compliance Programs and activities at each Entity.

55 Information Resources Manager. The highest ranking
administrator at each Entity charged with oversight of
information technology (IT) at that Entity shall serve in the
functional role of Information Resources Manager (IRM) as
defined by 1 Texas Administrative Code 21 1.1 and will have
authority for the entire Entity. :

56 Information Security Officer. The Chief Administrative Officer at
each Entity shall designate an individual other than the IRM to
serve as the Information Security Officer (1ISO) who shall serve
in the capacity as required by 1 Texas Administrative
Code 202.71(d) and with authority for that entire Entity. The
responsibilities of the 1SO shall include the following:

(a) provide information securify for all Information Systems and
computer equipment maintained in both central and
decentralized areas; : -

(b) develop a full-scale Entity Information Security Program.
This program shall include Entity action plans, training plans,
and monitoring plans; ‘

(c) document an information security risk assessment annually
in accordance with 1 Texas Administrative Code 202.72 that
identifies Mission Critical Information Resources in the
central and all decentralized areas;

(d) ensure an annual information security risk assessment is
performed (using the process defined above) by each Owner
of Mission Critical Information Resources;

(e) require each Owner of Mission Critical Information
Resources to designate an Information Security
Administrator (ISA),

(f) establish an Entity Information Security Working Group
composed of ISAs and hold meetings at least quarterly;

(g) document and maintain an up to date Entity Information
Security Program. The program shall identify specific
mitigation strategies to be used by each Owner of Mission
Critical Information Resources to manage identified risks;
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57

(h) establish reporting guidance, metrics, and timelines and
monitor effectiveness of security strategies implemented in
both central and decentralized areas,

() specify and require use of appropriate security software such
as antivirus, firewall, configuration management, and other
security related software on computing devices owned,
leased, or under the custodianship of any department,
operating unit, or an individual who is serving in the role as
an employee of the Entity as deemed necessary to provide
appropriate information security across the whole of the
Entity;

(i} ensure that high-level information security awareness
training is included in first-time compliance training and in
every subsequent update for all employees;

(k) ensure thét ISAs and Data Owners are properly trained on
information security requirements;

() communicate instances of noncompliance to appropriate
administrative officers for corrective, restorative, and/or
disciplinary action;

(m) participate in the U. T. System CISO Council meetings;

(n) report quarterly to the U. T. System CISO the current status

. of the information security risk assessment and Information
Security Program including any significant incidents,
situations of noncompliance, barriers to program execution,
and planned remedies for the whole Entity. The report is to
include a certification that best efforts have been made to
ensure appropriate strategies are in place to manage
identified risks, that the strategies are being applied
consistently over time, and that all Security Incidents have
been reported; and S _

(0) report, at least annually, to the Chief Administrative Officer
or his or her designated representative(s) and copy the
Entity's Chief Information Officer and Compliance Officer,
and the Systemwide CISO on the status and effectiveness of
Information Resources security controls for the whole Entity.

Information Security Administrator. Owners of Mission Critical
Information Resources at each Entity shall designate an
individual to serve as an ISA to implement information security
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Sec. §

5.8

5.9

5.10

policies and procedures and to report incidents to the ISO. The
responsibiiities of the 1SA shall include the following:

(a) implement and comply'with all IT policies and procedures
relating to assigned systems;

(b) assist Owners in performing annual information security risk
assessment for Mission Critical Resources;

{c) report general cofnputing and Securify Incidents to the Entity
ISO;

(d) assist, as member of the ISA Work Group, the ISO in
developing, |mplementmg, and monitoring the information
Security Program;

(e) establish reporting guidance, metrics, and timefines for ISOs
to'monitor effectiveness of security strategies implemented
in both the central and decentralized areas; and

(f) report at least annually to the 1SO about the status and
effectiveness of Information Resources security controls.

Department Heads and Lead Researchers. Depariment Heads
and Lead Researchers at each Entity shall be responsible for
compliance with this Policy as it relates to Non-Research and
Research Data respectively under their control including when
holding subcontracts for projects in which the prime award is at
another institution or agency.

Institutional Compliance and Internal Audit. Institutional
Compliance and Internal Audit at each Entity shall provide high-
level monitoring of the Information Security Program through
inspections and verifications of reported information and
periodic audits respectively.

User Compliance. All Users must comply with this Policy. Users
who fail to comply are subject to disciplinary action in
accordance with Section 33.

Information Resources Acceptable Use.

6.1

Acceptable Use Policy. All Entities shall have an acceptable
use policy. All individuals accessing U. T. System Information
Resources must formally acknowledge and abide by the
acceptable use policy. Formal acknowledgment of the
acceptable use policy by all individuals accessing U. T. System
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Sec. 7

Sec. 8

Information Resources serves as a compliance and
enforcement tool.

6.2 Reasonableness of Personal Use. Users are responsible for
exercising good judgment regarding the reasonableness of
personal use in accordance with ail Policies associated with
Information Resources acceptable use.

6.3 Incidental Personal Use. As a convenience to the U. T. Sys'tem
User community, limited incidental personal use of Information
Resources is permitted.

6.4 Direct Costor Risk. Incidental use of Information Resources
must not result in direct cost to the U. T. System or expose U. T.
System to unnecessary risks.

Account Management. The U. T. System recognizes that proper
management and use of computer accounts are basic requirements for
protecting U. T. System Information Resources. All Entities shall adopt
access management processes to ensure that access is administered
properly. All offices that create access accounts for network and/or
applications are required to manage the accounts in accordance with
such access management processes and the requirements ofthe U. T,
System identity Management Federation Member Operating

Practices (MOP). Access to a system may not be granted by another
User without the permission of the Owner or the Owner’s delegate of
that system. An access management process must incorporate
procedures for the following:

7.4  creating uniquely identifiable acco'unts for all Users, This
includes accounts created for use by outside Vendors (see
Section 31);

7.2 reviewing, removing, and/or disabling accounts at least
annually, or more often if warranted by risk, to reflect current
User needs or changes on User role or employment status; and

7.3 expiring or disabling passwords at least annually or more often if
warranted by risk. _

Administrative/Special Access. All Entities shall adopt special
procedures that ensure all administrative/special access accounts with
elevated access privileges on computers, network devices, or other
critical equipment (example: accounts used by system administrators
and network managers) shall be used only for their intended
administrative purpose and that all authorized Users must be made
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aware of the responsibilities associated with the use of privileged
special access accounts. These procedures must address:

8.1

8.2
8.3

8.4

acceptable use of administrative/special access accounts and
intended administrative purposes,

authorizing use of administrative/special access accounts;

reviewing, removing, and/or disabling administrative/special
access accounts at least annually, or more often if warranted by
risk, to reflect current authorized User needs or changes on
authorized User role or employment status; and

escrowing login passwords for each secured system for access
during emergencies. Individual User login passwords shall not
be escrowed.

Sec. 9  Backup Recovery of Network Servers and Data.

9.1

9.2

Backup Requirement. All U. T. System Data, including Data
associated with research, must be backed up in accordance
with risk management decisions implemented by the Data
Owner (see Section 14).

Backup and Recovery Plan. All Data Owners with each Entity
shall adopt a backup and recovery plan commensurate with the
risk and value of the computer system and Data. The backup
and recovery plan must incorporate procedures for the
following:

(a) recovering Data and applications in the case of events such
as natural disasters, system disk drive failures, espionage,
data entry errors, human error, or system operations errors;

(b) assigning operational responsibility for backup of all servers
connect_ed to the applicable network;

(c) scheduling Data backups and establishing requirements for
off-site storage;

(d) sequring'on-siteloff-site storage and media in transit; and

(e) testing backup and recovery procedures.

Sec. 10 Change Management. All Entities shall adopt change management
processes to ensure secure, reliable, and stable operations to which all

Page 8 of 30



The University of Texas System
Systemwide Policy - Policy: UTS165

Sec. 11

Sec. 12

Sec. 13

offices that support Information Resources are required to adhere. The
change management process must incorporate procedures for:

10.1 formally identifying, classifying, prioritizing and requesting
changes;

10.2 identifying and deploying emergency changes;
10.3 assessing potential impacts of changes;

10.4 authorizing changes and exceptions;

10.5 testing changes;

10.6 change implementation and back-out planning; and
10.7 documenting and fracking changes.

Computer Virus Prevention. U. T. System’s network infrastructure and
other Information Resources must be continuously protected from
threats posed by computer viruses, trojans, worms, and other types of
hosfile computer programs. All U. T. System owned and personal
computers that connect to the U. T. System network must run all
required protection software and adhere to any other protective
measures as required by applicable policies and procedures.

Classification of Digital Data.

12.1 Guidelines. All Entities shall develop Digital Data classification
guidelines and a plan for identifying Digital Data maintained in
both central and decentralized areas. Owners of Information
Resources within the Entity shall classify Digital Data based on
Data sensitivity and rigk that is Sensitive. Sensitive Digital Data
is defined in Section 14.4 of this Policy.

12.2 Classification Changes. An Entity may change its classification
of Digital Data upon request by the Data Owner with review and
approval by the Entity’s executive officer and/or Office of Legal
Affairs or U. T. System Office of General Counsel.

Risk Management. .

13.1 Annual Assessment. All Entities shall conduct and document an
information security risk assessment annually that identifies
Mission Critical Information Resources in the central and all
decentralized areas. '
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13.2

13.3

13.4

13.5

- Owners. Owners of Mission Critical information Resources

shall perform a security risk assessment on an annual basis.
They shall identify, recommend, and document acceptable risk
levels for Information Resources under their authority.
Information Resources must be protected based on sensitivity
and risk,

Custodians. Custodians of Mission Critical Information
Resources shall implement approved mitigation strategies and
adhere to information security policies and procedures to
manage risk levels for Information Resources under their care.

4

Sensitive Digital Data. Sensitive Digital Data is defined as
Digital Data maintained by an Entity that requires higher than
normal security measures to protect it from unauthorized
access, modification, or deletion. Sensitive Data may be either
public or confidential and is defined by each Entity based on

. compliance with applicable federal or State law or on the

demonstrated need to (a) document the integrity of that Digital
Data (i.e., that the Data had not been altered by either intent or
accident), (b) restrict and document individuals with access to
that Digital Data, and (c) ensure appropriate backup and
retention of that Digital Data. These would most frequently be
required by:

. federal agencies (e.g., Food and Drug Administration},

. State agencies (e.g., data defined as High-Risk
Information Resources by 1 Texas Administrative Code
202.72); ‘

. employee benefit providers;

. Office of General Counsel or Entity Office of Legal Affairs

(i.e., data subject to or involved in litigation or
confidentiality agreements);

. intellectual property and/or technology transfer
requirements; or

. federal regulations (e.g., FERPA, HIPAA, Gramm-Leach-
Bliley, Biodefense, Homeland Security, Department of
Defense, etc.)

The confidentiality and integrity of Sensitive Digital Data must
be managed as required by this Policy.

Nonsensitive Digital Data. Digital Data that is not identified as
Sensitive must be managed according to applicable standards
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and policies and, in the case of Research Data, according to
federal guidelines for the responsible conduct of Research.

Sec. 14 Reduction of Use and Collection of Social Security Numbers. U. T.
System recognizes the special risks associated with the collection,
use, and disclosure of social security numbers. Accordingly, the
requirements of this section apply to social security numbers contained
in any medium, including paper records that are collected, maintained,
used or disclosed by any Entity except UTIMCO.

14.1

Reduction of Use and Collection. All Entities shall reduce the -
use and collection of social security numbers.

(a) All Entities'shall discontinue the use of the social security

number as an individual's primary identification number
unless required or permitted by law. The social security
number may be stored as a confidential attribute associated
with an individual. :

(b) If the collection and use of social security numbers is

permitted but not required by applicable law, the Entity shall
use and collect social security numbers only as reasonably
necessary for the proper administration or accomplishment
of the respective business, governmental, educational, and
medical purposes, including, but not limited fo:

i as means of identifying an individual for whom a unique
identification number is not known;

ii. for internal verification or administrative purposes; and

iii. use for verification or administrative purposes by a third
party or agent conducting the Entity’s business on behalif
of the Entity where the third party or agent has contracted
to comply with the safeguards described in Section 16 of

. this Policy. '

(c) Exéept in those instances in which an Entity is legally

required to collect a social security number, an individual
shall not be required to disclose his or her social security
number, nor shall the individual be denied access to the
services at issue if the individual refuses to disclose his or
her social security number. An individual, however, may
volunteer his or her social security number. An Entity's
request that an individual provide his or her social security
number for verification of the individual's identity where the
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social security number has already been disclosed does not
constitute a disclosure for purposes of this Policy. Examples

- of federal and State laws that require the collection or use of

social security numbers are included in Appendices 2 and 3.
Questions about whether a particular use is required by law
should be directed to the local 1ISO who will consult with the
Office of General Counsel with respect to the interpretation
of law.

(d) An Entity may, but is not required to, designéte only selected

offices and positions as authorized to request that an
individual disclose his or her social security number.

(e) All Entities shall assign a unique identifier for each applicaht,

(f)

student, employee, insured dependent, research subject,
patient, alumnus, donor, contractor, and other individuals, as
applicable, at the earliest possible point of contact between
the individual and the Entity. )

The unique identifier shall be used in all electronic and paper
Information Systems to identify, track, and serve these

' individuals. The unique identifier shall:

i. be a component of a system that provides a mechanism
for the public identification of individuals;

i. be permanent and unigue within the Entity as applicable
and remain the property of, and subject to the rules of,
that Entity; and '

ii. not be derived from the social security number of the
individual: or, in the alternative, if the unique identifier is
derived from the social security number, it must be
computationally infeasible to ascertain the social security
number from the corresponding unigue identifier.

(g) All services and Information Systems shall rely on the

identification services provided by the unique identifier
system. ‘ : :

14.2 Notification. All Entities shall inform individuals when they

collect social security numbers.

(a) Each time an Entity requests that an individual initially

disclose his or her social security number, it shall provide the
notice required by Section 7 of the Federal Privacy Act
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of 1974 (5 U.S.C. § 552a), which requires that the individual
be informed whether the disclosure is mandatory or
voluntary, by what statutory or other authority the number is
solicited, and what uses will be made of it. A subsequent
request for production of a social security number for
verification purposes does not require the provision of
another notice.

i, The notice shall use the applicable text from Appendix 4
of this Policy or such other text as may be approved by
the 1SO in consultation with the Office of General
Counsel. :

i. Itis preferable that the notice be given in writing, but if at
times it will be given orally, procedures shall be
implemented to assure and document that the notice is
properly and consistently given.

jii. Existing stocks of forms need not be reprinted with the
disclosure notice; the notice may be appended to the
form. Future forms and reprints of existing stock shall
include the notice printed on the form.

(b) In addition to the notice required by the Federal Privacy Act,

when the social security number is collected by means of a
form completed and filed by the individual, whether the form
is printed or electronic, the notice as required by

Section 559.003 of the Texas Government Code must also
be provided. That section requires that the agency state on
the paper form or prominently post on the Internet site in
connection with the form that; with few exceptions, the
individual is entitled on request fo be informed about the
information that is collected about the individual, under
Sections 552.021 and 552.023 of the Texas Government
Code, the individual is entitled to receive and review the
information: and under Section 5659.004 of the Texas
Government Code, the individual is entitled to have the
incorrect information about the individual corrected.

143 Prohibition of Personal Use. Employees may not seek out or

14.4

use social security numbers relating to others for their own
interest or advantage.

Public Display. All Entities shall reduce the public display of
social security numbers.
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14,5

(a) Grades may not be publicly posted or displayed in a manner
in which all or any portion of either the social security
number or the unique identifier identifies the individual
associated with the information.

(b) The social security number may not be displayed on
documents that can be widely seen by the general public
(such as time cards, rosters, web pages, and bulletin board
postings) unless required by law. This section does not
prohibit the inclusion of the social security number on
transcripts or on materials for federal or State Data reporting
requirements.

(c) If an Entity sends materiais containing social security
numbers through the mail, it shall take reasonable steps to
place the social security number on the document so as not
to reveal the number in the envelope window.

(d) The Entity shall prohibit employees from sending social
security numbers over the Internet or by email unless the
connection is secure or the social security number is
encrypted or otherwise secured. The Entity shall require
employees sending social security numbers by fax to take
appropriate measures to protect the confidentiality of the fax
(such measures may include confirming with the recipient
that the recipient is monitoring the fax machine). '

(e) The Entity shall not print or cause an individual's social
security number to be printed on a card or other device
required to access a product or service provided by or
through the Entity. :

Compliance. All Information Systems acquired or developed
must comply with the following:

(a) the Information System must use the social security number
only as a Data element or alternate key to a database and
not as a primary key to a database; -

(b) the Information System must not display social security
numbers visually (such as on monitors, printed forms,
system outputs) unless required or permitted by law or
permitted by this Policy;
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(c) name and directory systems must be capable of being
indexed or keyed on the unique identifier, once it is
assigned, and not on the social security number; and

(d) for those databases that require social security numbers, the
databases may automatically cross-reference between the
social security number and other information through the use
of conversion tables within the Information System or other
technical mechanisms. '

Sec. 15 Manag-ement of Sensitive Digital Data.

151 Protection. Each Entity’s policies, standards, and/or procedures
must describe and require appropriate steps to protect Sensitive
Digital Data (e.g., social security numbers, Protected Health
Information (PHI), Sensitive Research Data, digital Data
associated with an individual and/or digital Data protected by
law) stored on U. T. System’s computing devices.

15.2 Access. All Entities shall control and monitor access to their
Sensitive Digital Data based on Data sensitivity and risk (as
determined in accordance with Section 14 of this Policy) and by
the use of appropriate physical and technical safeguards.

(a) All Entities shall limit access to records containing Sensitive
Digital Data to those employees who need access to the
. Data for the performance of the employees' job
responsibilities. :

Employees may not request disclosure of Sensitive Digital
Data if it is not necessary and relevant to the purposes of
U. T. System and the particular function for which the
employee is responsible.

(b) All Entities shall monitor access to records containing
Sensitive Digital Data by the use of appropriate measures as
reasonably determined by the Entity.

(c) Employees may not disclose Sensitive Digital Data to
unauthorized persons or entities except:

i. as required or permitted by law;

ii. with the consent of the individual,
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iii. where the third party is the agent or contractor for the
Entity and the safeguards described in Section 16.2(d)
are in place to prevent unauthorized distribution; or

iv. as approved by the Office of General Counsel.

(d) If an Entity intends to provide Sensitive Digital Data to a third
party acting as an agent of or otherwise on behalf of that
Entity (e.g., an application service provider) and if it
determines that its provision of Sensitive Digital Data to a
third party will result in a significant risk to the confidentiality
-and integrity of such Data, a written agreement with the third
party is required that must specify terms and conditions that
protect the confidentiality and integrity of the Sensitive Digital
Data as required by this Policy. The written agreement must
require the third party to use appropriate administrative, '
physical, and technical safeguards to protectthe
confidentiality and integrity of all Sensitive Digital Data
obtained and the Entity, as applicable, should monitor
compliance with the provisions of the written agreement.

- 15.3 Security Safeguards. All Entities shall implement security
safeguards to protect their Sensitive Digital Data. Such _
safeguards shall be appropriate to the sensitivity of the Digital
Data to be protected based on risk and, in the case of
Research, the research project requirements for that Sensitive
Digital Data.

(a) Sensitive Digital Data shall be secured in accordance with
each Entity’s security plan and with this Policy.

(b) All Entities shall protect the security of records containing
Sensitive Digital Data during storage using physical and
technical safeguards (such safeguards may include
encrypting electronic records, including backups, and locking
physical files).

(c) Unless otherwise required by federal or State law or
regulation, Sensitive Digital Data must not be stored on U. T.
System or personal computers or other electronic devices
(e.g., laptop, hand-held device, Flash drives, or other
Portable Computing Devices) unless:

i. itis secured against unauthorized access in accordance
with this Policy, :
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Sec. 16

Sec. 17

15.4

15.5

ii. it will not compromise business or Research efforts or
privacy interests if lost or destroyed; and

iii. the Entity has specific procedures in place that address
this section.

Discarding Electronic Media. All Entities shall discard electronic
media (e.g., disks, tapes, hard drives, etc.) containing Sensitive
Digital Data as follows:

(a) in a manner that adequately protects the confidentiality of ,
the Sensitive Digital Data and renders it unrecoverable, such
as overwriting or modifying the electronic media to make it
unreadable or indecipherable or otherwise physically
destroying the electronic media; and

(b) in accordance with the applicable Entity’s records retention
schedule.

Electronic Communications or Transmissions. All Entities shall,
based on risk, implement all appropriate technical safeguards
necessary to adequately protect the security of Sensitive Digital
Data during electronic communications or transmissions.

Electronic Communications. All Entities shall require each faculty
member, staff, and student to exercise prudence in the use of
Electronic Communications and use them in accordance with the
Entity’s policies, standards, and/or procedures related to Information
Resources acceptable use and retention. '

Incident Management.

17.1

17.2

17.3

Reporting Requirements. Incidents involving computer security
will be reported as required by State or federal law.

Incident Management Procedures. All Entities shall establish
and follow Incident Management Procedures to ensure that
each incident is reported, documented, and resolvedina
manner that restores operation quickly while meeting the legal
requirements for handling of evidence.

‘Employee Reporting. All Entities shall require employees to

report promptly unauthorized or inappropriate disclosure of
Sensitive Digital Data, including social security numbers, to their
supervisors, 1SO, and/or the Entity’s compliance hotline.
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174

17.5

17.6

17.7

Monitoring Techniques and Procedures. ‘Custodians of Mission
Critical Information Resources shail implement monitoring
techniques and procedures for detecting, reporting, and
investigating incidents.

Reporting Guidelines. All Entities shall report significant
information security incidents, as defined by the U. T. System
Security Incident Reporting Guidelines, to the U. T. System
CISO. Incidents resulting in unauthorized disclosure of
Confidential University Data must be reported immediately.
Entities shall report incidents to the U. T. System CISO prior to
reporting to non-U. T. System agencies or organizations except
as required by State or federal law.

. Disclosure. All Entities shall disclose in accordance with

applicable federal and State law, incidents involving computer
secutity that compromise the security, confidentiality, or integrity
of Personal Identifying information they maintain to any resident
of Texas and Data Owners whose Personal ldentifying
Information was, or is reasonably believed to have been,
acquired without authorization.

Disclosure shall be made as quickly as possible upon the
discovery or receipt of notification of the incident taking into
consideration (a) the time necessary to determine the scope of
incident and restore the reasonable integrity of operations or
(b) any request of a law enforcement agency that determines
that the notification will impede a criminal investigation. The
notification shall be made as soon as the law enforcement
agency determines that it will not compromise the investigation.

Incident Management Procedures Content. Entities’ Incident
Management Procedures must incorporate procedures for the
following:

(a) formally identifying, reporting, and classifying incidents;

(b) responding to incidents;

(c) assessing potential damage of incidents;

(d) gathering and preserving physical and electronic evidence;
(e) assigning responsibility for gathering, maintaining, and

reporting detailed information regarding incidents of local
and U. T. Systemwide significance; actions taken to
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remediate; and documentation of a management action plan
to prevent a recurrence in accordance with Section 6 of this

Policy; -

() notifying appropriate System Administration officials,
residents of Texas, Data Owners, and consumer reporting
agencies as required by applicable State and federal law
and U. T. System policy;

(g) determining the timing requirements for incident disclosure
and notification; and

(h) determining the appropriate medium to provide notice based
on incident significance and number of individuals adversely
impacted.

Sec. 18 Internet Use.

18.1 Risks. The U. T. System recognizes that there are risks
associated with the posting or consuming of information on the
Internet. To mitigate these risks, U. T. System network Users
must adhere to prudent and responsible Internet use practices
as outlined in the Entity's policies associated with Information-
Resources acceptable use. '

18.2 Policies, Standards, and Procedures. All Entities will develop
and adhere to policies, standards, and/or procedures governing
the secure transmission of Confidential University Data via
public networks. These policies, standards, and/or procedures
must incorporate procedures for encrypting all Confidential
University Data or any specific Data identified as confidential by
federal and State law transmitted over the Internet.

Sec. 19 Information Services (IS) Privacy. Users have no personal expectation
of privacy pertaining to electronic files and Data created, sent,
received, or stored on computers and other Information Resources
owned, leased, administered, or otherwise under the custody and
control of U. T. System. Files and Data may be accessed as needed
for purposes of system administration and maintenance; for resolution
of technical problems; for compliance with the Texas Public '
Information Act; for compliance with federal and State subpoenas,
court orders, litigation holds, or other written authorizations; to perform
audits; or to otherwise conduct the business of U. T. System.

~Sec.20 Network Access.
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Sec. 21

Sec. 22_

20.1

20.2

User Responsibilities. All network Users are required to
acknowledge and abide by all policies relating to Information
Resources acceptable use.

Approvals. The office or offices charged with maintaining the 1T
infrastructure at each Entity are required to approve all access
methods, installation of all network hardware connected to the
local-area network, and methods and requirements for
attachment of any non-U. T. System owned computer systems
or devices to the U. T. System network to ensure that access to
the network does not compromise the operations and reliability
of the network, or compromise the integrity or use of information
contained within the network.

Network Configuration. All Entities must designate responsibility for
the Entity's network infrastructure and specify those responsible for
configuration and management of the resource to ensure reliability of
operations, proper accessibility to resources, and protection of Data
confidentiality and integrity.

Passwords.

221

22.2

Procedures. In order to preserve the security of Entity
Information Resources and Data, strong passwords shall be
used to control access to Information Resources. All passwords
must be constructed, implemented, and maintained according to
the requirements of the U. T. System Identity Management
Federation and applicable policies, standards, and/or
procedures governing password management. The Entity’s
policies, standards, and/or procedures must incorporate
procedures for the following:

(a) vetting User identity when issuing or resetting a password,;
(b) establishing password strength;

(c) changing passwords;

(d) managing security tokens when applicable; and

(e) securing unattended computing devices from unauthorized
access. "

Sharing. Users shall not share passwords or similar information .
or devices used for identification and authorization purposes.

Sec. 23 Physical Access.
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231 Protection. All Information Resources must be physically
protected, based on risk, as determined in accordance with
Section 14 of this Policy, and associated risk management
decisions as part of the overall security program for the U. T.
System.

23.2 Safeguards. All Entities shall adopt physical access safeguards
to ensure appropriate granting, controlling, and monitoring of
physical access. All offices that own or maintain Information
Resources are required to adhere to such physical access
safeguards. The Entity’s physical access safeguards must
incorporate procedures for the following:

(a) protecting facilities in proportion to the criticality or
importance of their function and the confidentiality of any
impacted Information Resources affected;

(b) managing access cards, badges, and/or keys;

(¢) changing and/or removing physical access to facilities to
reflect changes on User role or employment status; and

(d) providing access to facilities to visitors and Vendors.
Sec. 24 Portable Computing and Remote Access.

24.1 User Responsibilities. To preserve the integrity, availability, and -
confidentiality of U. T. System information, Users accessing the
. Entity’s infrastructure remotely must do so in accordance with
Section 8 and all policies on Information Resource acceptable
use.

24.2 Policies, Standards, and Procedures. All Entities must develop
policies, standards, and/or procedures governing remote access
and wireless connectivity.

Sec. 25 Security Monitoring. In accordance with Section 6 of this Policy, all
: Entities shall have an IT organization that is charged with providing

security for all network resources, in both central and decentralized
areas, and has the responsibility and Entity-wide authority to monitor
network traffic and use of Information Resources to confirm that
security practices and controls are adhered to and are effective. Any
exceptions to required information security practices must include
provisions that ensure compliance with this policy and must be
approved and documented by the Entity’s 1SO.
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Sec. 26

Sec. 27

Sec. 28

Sec. 29

Security Training.

26.1 User Training. All Entities shall deliver security éwareness
general compliance training in accordance with the following
schedule, or more frequently as determined by that Entity:

(a) training of all Users with access to the-Entity's Information
Resources shall take place at least yearly; and

(b) training of each new, temporary, contract, assigned, or
engaged employee or worker shall take place within 30 days
after the date that such a person is (a) hired by the Entity, or
(b) otherwise engaged or assigned to perform such work.

" 262 Technical Support Training. All Entities shall provide |

appropriate technical training to employees providing IT help
desk or technical support as determined by that Entity.

server and Network Device Hardening Standards. To protect against
malicious attack, all Servers on U. T. System networks will be security
hardened based on risk analysis and must be administered according
to policies and standards procedures prescribed by the Entity, as

-applicable, and must incorporate procedures for the following:

27.1 managing the testing and installation of security patches; and

27.2 setting baseline security “hardened” configuration standards for
all network device types (examples: routers, laptops, desktops,
and personal digital assistants).

Software Licensing. Al software installed on U. T. System owned
computers must be used in accordance with the applicable software
license. Unauthorized or unlicensed use of software is regarded as a
serious matter subject to disciplinary action and any such use is
without the consent of U. T. System.

System Development and Deployment.

29.1 Procedures. All Entities must ensure that the protection of
Information Resources (including Data confidentiality, integrity,
and accessibility) is considered during the development or
purchase of new computer applications or services. The Entity's
policies, standards, and/or procedures must, at a minimum,
incorporate procedures for the following:

(a) providing methods for appropriately restricting privileges of
authorized Users to all production systems and applications.
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29.2

293

29.4

User access to applications is granted on a need-to-access
basis; and

(b) maintaining separate production and development
environments to ensure the security and reliability of the
production system. Exceptions to this must be approved by
the Entity’s [RM.

Review. The Entity's 1SO must review the data security
requirements and specifications of any new computer
applications or services that receive, maintain, and/or share
Confidential Data.

Approval. The Entity's ISO must approve the security _
requirements of the purchase of required IT hardware, software,
and systems development services for any new computer
applications that receive, maintain, and/or share Confidential

Data.

Contracts. |IT contracts must address security, backup, and
privacy requirements, and should include right-to-audit and
other provisions to provide appropriate assurances that
applications and Data will be adequately protected. Vendors
must adhere to all State and federal [aws and Regents’ Rules
and Regulations and U. T. System policies pertaining to the
protection of Information Resources and privacy of Sensitive
Data.

Sec. 30 Vendor Access. The U. T. System recognizes that Vendors serve an
important function in the support of services, hardware, and software
and, in some cases, the operation of computer networks, servers,
and/or applications.

30.1

30.2

Contracts. Vendor contracts must require that Vendors comply
with all applicable U. T. System rules associated with this policy,
practice standards, and agreements, and address all federal
and State laws to which U. T. System must adhere to ensure
that U. T. System remains in compliance with such law.

Access Control Measures. All Entities shall control Vendor
access to their Sensitive Data based on data sensitivity and risk
(as determined in accordance with Section 14 of this Policy) and
by the use of appropriate measures. Such measures must
incorporate the following: '

(a) Vendor shall represent, warrant, and certify it will:
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vi.

hold all Sensitive Data in the strictest confidence;

ii. not release any Sensitive Data concerning an Entity

student unless Vendor obtains Entity’s prior written
approval and performs such a release in full compliance
with all applicable privacy laws, including the Family
Educational Rights and Privacy Act (FERPA);

not otherwise use or disclose Sensitive Data except as
required or permitted by law;

iv. safeguard Sensitive Data according to all commercially

reasonable administrative, physical, and technical
standards (e.g., such standards established by the
National Institute of Standards and Technology or the
Center for Internet Security);

continually monitor its operations and take any action
necessary to assure the Sensitive Data is safeguarded in

-accordance with the terms of this Policy; and

comply with the Vendor access requirements that are set
forth in this section.

(b) To the extent that the Sensitive Data includes PHI as defined
in 45 C.F.R. § 164.501, if required by an Entity, Vendor shall
execute a Health Insurance Portability and Accountability Act
(HIPAA) business associate agreement in the form required
by U. T. System.

(c) Entities shall require the following from the Vendor:

If an unauthorized use or disclosure of any Sensitive
Data occurs, the Vendor must provide:

A. written notice within one business day after Vendor's
discovery of such use or disclosure; and

B. all information U. T. System requests concerning such -
unauthorized use or disclosure.

ii. Within 30 days after the termination or expiration of a

purchase order, contract, or agreement for any reason,
Vendor shall either:

A. return or destroy, as applicable, all Sensitive Data
provided to the Vendor by the Entity, including all
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Sensitive Data provided to Vendor's employees,
subcontractors, agents, or other affiliated persons or
entities; or

B. in the event that returning or destroying the Sensitive
Data is not feasible, provide notification of the
conditions that make return or destruction not
feasible, in which case, the Vendor must continue to

- protect all Sensitive Data that it retains and agree to
limit further uses and disclosures of such Data to
those purposes that make the return or destruction
not feasible as Vendor maintains such Data.

Sec. 31 Right tb Monitor. Entities have the authority and responsibility to
monitor Information Resources in accordance with Texas
Administrative Code 202.75(7)(P):

31.1 to ensure compliance with this policy and State laws and
regulations related to the use and security of Information
Resources; and

31.2 to ensure that Information Resources security controls are in
‘place, are effective, and are not being bypassed.

Sec. 32 Disciplinary Actions. Violation of this policy may result in disciplinary
action for faculty, staff, and students in accordance with each Entity’s
rules and policies. For contractors and consultants this may include
termination of the work engagement. For interns and voluhteers, this
may include dismissal. Any student who violates this policy will be
referred to student judicial services at the student’s home campus.
Additionally, all individuals are subject to possible civil and criminal
prosecution. :

Sec. 33 Special Requirements for Initial Implementation of Policy.

Nothing in this Policy is intended to prohibit or restrict the collection,
use, and maintenance of Sensitive Data as required or permitted by
applicable law; to create unjustified obstacles to conduct the business
of the U. T. System and the provision of setvices to its many
constituencies; or to negatively affect U. T. System's commitment to
engage in high-quality, innovative Research that entails the discovery,
retention, dissemination, and application of knowledge in compliance
with Regents’ Rules and Regulations, U. T. System Policies, and State
and federal laws and regulations. :

3. Definitions
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Backup - copy of files and applications made to avoid loss of data and facilitate -
recovery in the event of a system failure.

Change - any addition, modification or update, or removal of an Information
Resource that can potentially impact the operation, stability, or reliability of an
Entity network or computing environment. :

Change Management - process of controliing the communication, approval,
implementation, and documentation of modifications to hardware and software to
ensure that Information Resources are protected against improper maodification
before, during, and after system implementation.

Confidential Data - data that is exempt from disclosure under the provisions of
the Texas Public Information Act or other applicable State and federal laws.

Data - recorded data, regardiess of form or media in which it may be recorded,
which constitute the original data necessary to support the business of U. T.
System or original observations and methods of a study and the analyses of such
original data that are necessary to support Research activities and validate
Research findings. Data may include, but is not limited to, printed records,
observations, and notes; electronic data; video and audio records; photographs
and negatives; etc.

Decentralized Areas - Entity business units, departments, or programs that
manage or support their own information systems.

Digital Data - the subset of Data (as defined above) that is transmitted by,
maintained, or made available in electronic media.

Information Resources - any and all computer printouts, online display devices,
mass storage media, and all computer-related activities involving any device
capable of receiving email, browsing websites, or otherwise capable of receiving,
storing, managing, or transmitting data including, but not limited to, mainframes,
servers, personal computers, notebook computers, hand-held computers,
personal digital assistants (PDAs), pagers, distributed processing systems,
network attached and computer controlled medical and laboratory equipment
(i.e., embedded technology), telecommunication resources, network
environments, telephones, fax machines, printers, and service bureaus.
" Additionally, it is the procedures, equipment, facilities, software, and Data that

are designed, built, operated, and maintained to create, collect, record, process,

. store, retrieve, display, and transmit information.

Information Resources Manager (IRM) - the IRM is responsible for management
of all of the Entity’s Information Resources. The designation of an Entity
Information Resources Manager is intended to establish clear accountability for
sefting policy for Information Resources management activities, provide for
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greater coordination of the Entity's information activities, and ensure greater
visibility of such activities within and between Entities. The IRM has been given
the authority and the accountability by the State of Texas to implement security
policies, procedures, practice standards, and guidelines to protect the
Information Resources of the Entity including both central and decentralized
areas. If an Entity does not designate an IRM, the tifle defaults to the institution’s
president, and the president is responsible for adhering to the duties and
requirements of an IRM. ‘

Information Security Program - the policies, procedures, elements, structure,
strategies, plans, metrics, reports, and resources that establish an Information

Resources security function within an Entity.

Information System - an interconnected set of Information Resources under the
same direct management control that shares common functionality. An
Information System normally includes hardware, software, information, data,
applications, communications, and people.

Local Area Network (LAN) - a data communications network spanning a limited
geographical area, a few miles at most. It provides communication between
computers and peripherals at relatively high data rates and relatively low error
rates. :

Mission Critical Information Resources - Information Resources defined by an
Entity to be essential to the Entity’s function and that, if made unavailable, will
inflict substantial harm to the Entity and the Entity’s ability to meet its
instructional, research, patient care, or public service missions. Mission Critical
Information Resources include Confidential Data.

Non-University Owned Computing Device - any device capable of receiving,
transmitting, and/or storing electronic data and not owned or leased by or under
the management of an Entity.

Owner - the manager or agent responsible for the business function that is
supported by the Information Resource or the individual upon whom
responsibility rests for carrying out the program that uses the resources. The
owner is responsible for establishing the controls that provide the security and
authorizing access to the Information Resource. The owner of a collection of
information is the person responsible for the business results of that system or
the business use of the information. Where appropriate, ownership may be
shared. : '

Personal Identifying Information - information that alone or in conjunction with
other information identifies an individual, including an individual's name, social
security number, date of birth, or government-issued identification number;
mother 's maiden name; unigue biometric data, including the individual's
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fingerprint, voice print, and retina or iris image; unique electronic identification
number, address, or routing code; and telecommunication access device.

Portable Computing Devices - any easily portable device that is capable of
receiving, transmitting, and/or storing data. These include, but are not limited to,
notebook computers, handheld computers, PDAs, pagers, cell phones, Universal
Serial Bus (USB) drives, memory cards, external hard drives, data disks, CDs,
DVDs and similar storage devices.

Security incident - an event that results in unauthorized access, loss, disclosure,
modification, disruption, or destruction of information Resources whether
accidental or deliberate.

Strong Passwords - a strong password is constructed so that another User or a
"hacker" program cannot easily guess it. It is typically a minimum number of
positions in length and contains a combination of alphabetic, numeric, or special
characters.

User - an individual, automated application, or process that is authorized by the
Owner to access the resource, in accordance with the Owner's procedures and
rules. This individual has the responsibility to (1) use the resource only for the
purpose specified by the Owner, (2) comply with controls established by the
Owner, and (3) prevent disclosure of Confidential or Sensitive Data. The Useris
any person who has been authorized by the Owner of the information to read,
enter, or update that information. The User is the single most effective control for
providing adequate security.

UTIMCO - The University of Texas Investment Management Company that
" manages U. T. System’s investment assets. ‘

U. T. System Administration - the central administrative offices that lead and
serve the Entities by undertaking certain central responsibilities that result in
greater efficiency or higher quality than could be achieved by individual Entities
or that fulfill legal requirements.

Vendor - someone outside of U. T. System who exchanges goods or services for
money or other consideration.

4. Relevant Federal and State Statutes
Title 1 Texas Administrative Code 202.2

Texas Education Code § 65.31

Federal Privacy Act of 1974 (Section 7 of Pub. L. 93-579 in Historical Note), 5th
U.S.C. § 552a '
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Social Security Act, 42 U.S.C. §§ 408(a)(8) and 405(c)(2)(CYvilh)(1)
Family Educational Rights and Privacy Act, 20 U.S.C. § 12329

Texas Business and Commerce Code §35.58

Texas Government Code § 559.003

5. Relevant System Pblicies, Procedures, and Forms

Template for an Acceptable Use Policy is available at the following address:
http:l/www.utsvstem,edu!cisoldocuments/SvstemWideAcceptableUseTempIate
1208.doc

Appendix 1: Chronological Implementation Plan for Protection of the
Confidentiality of Social Security Numbers

Appendix 2: Examples of Federal Laws Requiring the Use or Collection of Social
Security Numbers

Appendix 3: Examples of State Laws Requiring the Use or Collection of Social
Security Numbers

Appendix 4: Preapproved Text for Notice Required by the Federal Privacy Act of
1974 :

Information Security Practice Bulletin #1: Encryption Practices for Storage of
Confidential University Data on Portable and Non-University Owned Computing
Devices.

Information Security Practice Bulietin #2- Baseline Standard for information
Security Programs

Bulletin #2 Corresponding Documenfs

« U.T. System Information Security Program Elements .
. U. T. System Information Security Program Metrics Reported fo U. T. System
+ institutional Information Security Program Quarterly Status Report Template

6. System Administration Office(s) Responsible for Policy
Office of Technology and Information Services

7. ‘Datels Approved or Amended
April 12, 2007
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June 15, 2010
August 15, 2012

9. Contact Information

Questions or comments about this policy should be directed to:

'« bor@utsystem.edu
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Creating}
-Fistory

Gathering and displaying governanice docurments and photos

online can help educate the public, promote transparency,
and preserve historical artifacts.

HOMAS JEFFERSON WROTE that “it is the duty of
every good cltizen to use all the opportunitles
which occur to him for preserving documents
relating to the history of our country.”

To suggest the same sentiment holds true for
the preservation of coliege and university his-
torles is not a stretch. And no department has
more primary documents and access to more
firsthand knowledge of major institutional
declsions than the office that supports the gov-
erning board,

The problem s, higher education boards
face so many complicated, critical, and timely
issues that the supporting office often has time
and energy to meet only the most pressing
needs, such as producing conventional minutes
of meetlngs. Most conslder the history of the
board to be of only passing interest, which is
why staff time and expertlse ae seldom devoted
to systematically organtzing board history.

Except in Texas, Under the leadership of a
board chair with lifelong interest in history

. BY FRANCIE A, FREDERIGK AND RHONDA HANKINS »
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and great respect for the historical record, the
Office of the Board of Regents of the Univer-
slty of Texas System has discovered that under-
standing the history of the board and making
historical documents widely available serves
both practical and scholarly purposes. Such
documents might be considered a road map to
landmark declsions in the development of the
University of Texas System, They clearly docu-
ment the architectural history of the campuses
and offer insights into recurring issucs system
leaders faced,

What's more, providing greater access to
unpublished and unofficial materlals, follow-
ing careful review, contributes to the transpar-
ency of the board and complements the spirit
of the sunshine laws that apply to most public
universities. What follows ls a description of
how the Texas system board archives has blos-
somed in recent years,

In-House Display. In 2004, when James R.
Huffines was elected chair of the University
of Texas System Board of Regents, he brought
with him an enthusiasm for history, especlally
Texas history and the history of the University
of Texas, -

With his encouragement, the board office
staff began culling flles to make photographs
and original documents more accessible; orga-
nizing historical presentations to be delivered
at board micetings; and arranging celebrations
of significant board events. The flles offered a
virtual gold mine of photographs, primary doc-
uments, clippings, telegrams, and handwiitten
notes dating to the board’s founding in 1881.

One of the first historlcal projects involved
framing the group photos of regents. Mote
than 50 photos of different boards now hang
in the office suite, in the chair’s office, and In
the office reserved for regents when they work
in Austin. Hasels allow these photos to be dis-
played on tabletops during board meetings or
special events,

Additional photographs of regents attend-
ing vattous events over the years were retrleved
from the files and preserved in archival-quality
photograph albums kept on a coffee table in
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_events honoring unlversity leaders. Some of

‘TRUSTEESHIP

the office
lobby. These
photographs show
some prominent Texans
attending bullding dedica-
tlons, giving speeches at commence-
ment ceremonies, and attending speclal

the photos are little more than snapshots, but
they serve as vivid reminders of the continuum
of public service and deciston making over the
years,

The board office staff also displayed sepia
portraits of each former board chalr, which
had been warchoused years ago durlng a
building renovatlon, to transform an ordinaty
conference room at the UT system Into a mini-
museum. Collectively, these distingulshed
porktaits create a dramatic representation of
the long traditlon of Texas higher education
administration and Its role in creating one of
the nation’s largest and most notable public
university systems.

Going Online, Looking through board offlce
files, we saw a treasure trove of one-of-a-Klnd
documentation of the university's history lan-
guishing in file cabinets; we knew it needed to
be made more widely avallable, Beginning in
2006, the staff quickly made more than 100
years of board minutes available onlinein a
searchable format to facilitate research and
access—riot to mention to preserve the aging
documents. :

The board office created hundreds of Web
pages devoted exclusively to former regents.
These pages {avallable at www.atsysterm.edu/bor/
FormerRegents.itm) highlight the most signifi-
cant, interesting, or unusual issues concern-
ing a particular regent, The site also :
now provides the public and
board office staff with an casy
way to research the contri- ™

fhuskotion by Marty Bloke
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butlons and accomplishments of past regents.
Some highlights:

s The reproduction of a handwrliten letter
from regent Thomas Dudley Wooten, M.D,, to
fellow regent Thomas Harwood, dated Qctober
20, 1893, Is believed to be the earliest known
document referring to the establishment of a
Jaw library at the University of Texas at Austin.

« A transcript of remarks by former regent
Lady Bird Johnison, the former first lady, reveals
her passionate suppott for the National Endow-
ment for the Arts and her bellef that speaking
up was an important catalyst for change.

o Alink to the posteard collection donated
to the UT Arlington library by former regent
Jenkins Garrett and the link to the Americana
Collection at UT San Antonio donated by
former regent John Peace reflect some of the
personal connections of former regents to par-
ticular institutions.

Tw Web site provides the public and board office
staff with an easy way to research the
contributions and accomplishments

of past regents.

The Web pages are liberally sprinkled with
scanned photographs of regents at work during
board meetings, on campus tours, or attend-
ing student events, giving viewers a sense of .
the regents’ various responsibilities, The Web
pages also link to bibliographies of works by
and about regents.

Another part of the effort has involved scan-
ning significant historical documents into a
sophlisticated yet user-friendly electronic con-
tent management system. This secure, search-
able environment makes documents instantly
accessible and easily managed. An automated
content management system saves the original
documents from excessive handling, and thus
alds In preservation, while allowing extensive
cross-referencing without requiring additional
- physical space.
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These digitization efforts will continue
so that our online archive will emerge as a
valuable research tool for scholars, students,
or interested members of the public. It also
ensures compliance with state laws related to
the retention period for documents and glves
staff an opportunity to review paperwork to
screen out confidential informatlon, such as
Social Securlty numbers,

Historical Highlights, The centerplece of the
UT system'’s board office exhibit is an authen-
tic reproduction of the original handwritten
1881 board mintites, which were reproduced
by UT Austin Printing. The expertise of vari-
ous staff members of the conservation program
at that institution’s Harry Ransom Humanities
Research Center made it possible to authenti-
cally recreate these seminal minutes. A Digi-

TRUSTEESHIP

welght of thelr responsibilitles.
Also on display Is a limited-editlon book .
given to special honorees and various gav-
cls regents have used over the years—one of
which is made from the wood of UT Austin’s
Old Main Building, which was razed in 1934,
and another gave! from the rig timber of the
original oll well that in 1923 praduced the first
gusher for cur Permanent University Fund,

Past and Puture. At the strategiclevel, the his-
tory of the governing body of a higher educa-
tion institution builds a sense of shared culture
among board members and professionals, even
as It helps them make sense of the current uni-
versity structure and policles,

r.

Ee history of the board builds a sense of shared

culture among board members and professionals,

even as it helps them make sense of the current
university structure and policies.

Book—acquired specifically to scan UT Austin's
rare books and manuscripts without damaging
the materials—allowed safe digitization,

A pristine electronic copy of the 1881 min-
utes was then passed on to UT’s printing facil-

ity, where experts selected appropriate paper
and binder covers to make four coples almost
identical to the original. While the reproduc-
tions ook exactly like the origlnal, the experts
used a sturdier paper so the pages can be han-
died without the risk of accidental tears or
spills destroying the paper

The result is a beautiful bound volume that
can be petused by visitors who might enjoy
seeing a list of the salarles of the first faculty
members in 1883, a summary of the classes

first offered at UT Austin, and a deggription of |

agenda items considered by the original regents
in the late 19th century. As an added bonus, a
high-quality scan of the 1881 minutes is avail-
able on CD.

A historical display case custom-made by
a UT Austin Phystcal Plant team showcases
the reproduction of the original minutes and
allows exhibition of meaningful physical
objects, such as original volumes of The Uni-
versity Record, that detail the system’s polictes
and rules. A sample bronze medallion given to
regents at the start of thelr terms reflects the
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But as Lewls Carroll noted, “It's a poor sort
of memory that only works backward.” A bet-
ter appreciation of the record and declsions
of boards can teach many lessons on how to
move forward most sizategically, The deeper
understanding of the university that results
is sure t¢ contribute to a greater appreciation
for all that has been accomplished and a bet-
ter future for individual campuses and for the
university system as a whole, ¢

AUTHORS: Francie A, Frederick Is general counsel

to the board of regents, and Rhonda Hankinsis a
board professlonal staff membey, in the Office of the
Board of Regents of the Unlversity of Texas System;
other board office staif members contslbuted to the
develppment of this article,

L-MAIL: ffrederlck@uisystem.edu, rhankins@
utsystem.edu

T'SHIF LINKS: Neal C, Johnson and Fdward J.
Finkel, “E-Boards Emerging,” November/December
2005, James C. Hearn, Michael K, McLendon, and
Lelgh Z. Glichrist, “The Mixed Blessings of Sunshine
Laws," May/June 2004,
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UT SYSTEM MAJOR ACCOMPLISHMENTS

0011, 2012, 2013*

4. UT Permian Basin

a. New petroleum englneering program..

b, New nursing program ($3 million for the building renovation to hbuse"tha program and the
_thermal plant); ‘

o. Established a new $10,000 degree In STEM fields,

d. Established a hew $5,000 onlne degree program (Bé‘cheior of Applled Arts and:Sclencs) that
allows high $chool studants with 60'semester credit hours to complete thelr degree In fwo years,

e Ne_vﬁ biended and onfine course program with a goal of Increasing enroliment fiom 4,000 to -
5,500 in three to four years. '
¢ $67 milion for new student housing over a four-year perlod:

~g. Firstin Texas virfuatfoniine high school/college collaboration with Presidio I1SD, funded in
part by Meadows Foundatton grant. This unigue Early College High School offers almost all
courses onfine. (Note: Presidic 18D Is 250 miles from UT Petinlan Basin.)

2, UT Tyler

a. New blended é‘nd online course program with a goal of doubling entoliment from 4,000 {08,000
in five years. Funding of $4 milifon provided for technofogy Infrasfructure reqired for program,

Iy, New Doctor of Nursing Practice program. '

o, Oniilne graduate nursing_ programs rated 11th out of nearly 860 programs suveyed by the
U.8. News & Warld Report, '

d. Approved the creation of the College of Pharmaty after TeXas Leglslature passed

Ut Tyler Pharmacy Bill Approved the proposed business model and tultion plan for the

new school, ‘ '

6. Approved the constiiction of a $22.5 millon buliding to house the Coflege of Pharmacy.

f. Board Is negotlating to purchasa a $16-million new student housing project.

g. Approval to-establish a uniyersity charter school.

3. UT Arlington o
a. Online nursing program with 9,000 students enrolled. .
b. 20,755 sttidents taking coirses both online and on-campus.
o. Tiicreased onvoliment from 25,000 in 2007 fo 33,000 In 2012,
d. Tultion held flat In 2012.and 2013 hecause of online programs.
o, Bast civil engineering school In North Texas.
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 UT SYSTEM MAJOR AGCOMPLISHMENTS
19011,,2012, 2013* |

£ $82 million Gollage Park Center funded in 2008. (A majority of the Bbard that votad for
funding in 2008 are currant members of the Board:} -

g. Shimadzu Institute-for Research Technologles established with $7.5 milllon allocatton of PUF,
maiched by Shimadzu ‘Sclentific Instruments. The Insliiute houses the Shimadzu Center for
Advanced Analytical Chemistry, the Center for Imagling and the Genter for Environmental,
Foransic, and Materials Analysis.

h. Established a $10,000 degres plan.
. $49 million for néw student housing over a four-year petiod. _

J. ©ne of slx universities in the nation named a “Next Generatlon University” in a report by
the New America Foundation. The report recognizes “models of hational reform” that are
"confinuing their commitment to world class research while Increasing erroliment and
graduation rates, even as the Investments from thelr states have dsclined.” The report is based
on analyses of federal educailon data, site visits and Interviews with university leaders.

k. In 2013, appolnted Dr. Vistasp M, Karbharl as President of UT Adington.
4, UT Dallas

a. Natlonally top-ranked engineering school,
b. Flat tultlon program for entire institution.

0, Acommitment of $77 million approved (n 2012 for the $108 million Bloenhgineering and
Sclences Bullding.

d. Approved to move fiom the Capltal Improvement Program to Design and Development tha
$81 million Edith O'Donnell Arts and Technology. Bullding. (Commitment for funding approved
In 2008.)

o. A commitment of $5 milllon approvad In 2011 for the $26 milllon School of Mahagement
Phasa il '

f. Ranked one of natlon's best values among public colleges.
g. $168 milllon for new student housling over a four-year perlod.

h. Ranked second In Texas. Research Incentive Program (TRIP) funds-among all elght
Gniversities In Texas vying for funding in quest for Tier One research status. '

5. UT San Antonlo

a. $44 million for new student housing overa four-year perlod.

b. Commitment of $22 million approved for the $52 milllon academic and administrative offic
bullding.
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UT SYSTEM MAJOR ACCOMPLISHMENTS
9011,

2012, 2013*

d. Ralsed admission standards.
. Naw highly successful football team and success of program {atlendance/wins) catapulted

institutlon to a new, highly compsfiilve athletic conference ahead of schedule.
Ongolng Joint education and research program with UTHSG San Antonlo.

. Approval to establish a Doctor of Transiation Sclence degree program offered ‘j_d_int_ly with

UTHSGC San Antonio, UT Austin and UTHSG Houston.

. §25 mililon renovation In an administrative and classroom buildihg.

$22 millon for new Park West Athletics Complex.

_ $6.5 milllon for an Engineeting Deslgn and Innovation Center.
. Gollege of Business named among the igast of the Best” Top MBA Schools for Hispanics hy

DiversityComm, Ino. and Its four diversity magazines.
Approval to establish a Ph.D. degree In Mechanical Engineering:

m, UTSA, along with UT Arlington and UT El Paso, now ellgible for $158 million Texas

Competitive Knowledge Fund.

6. UT Pan Amerlcan and UT Brownsville and the RAHG In Harlingen

Approved ‘a new university for South Texas eligible for Permanent Unlverslty Funds.

1, A university of the 21st Century.

2. Auniversity Init!a’ily -sepﬂng 28,000 students and estimated to grow over ten years to
more than fwice that size. :

3, The second largest Hispanic-serving university in America in ferms of enrollment:

. Timié from the first Vista Suramit in October 2011 untll considaration of the legislative bl for

the new unlversity was only 17 months!

. Approval fora new medical school and a commitment of $100 miilion by the Regents and $10

million for each year of the blennium from the Legislature. Current plans are for the first class
of medical students to be admiited Into a South Texas track through or at UTHSG-SAIn 2014,
conslstent with Lialson Commiltea on Madical Education (LCME) guldelines, Students wlll
racelve first two years of education In San Antonlo and last two years In the Riq Grande Valley.

. On July 16, 2013, Governor Perry Joined key Toxas legisiators and more than a thousand

sfudents; patents, edugators, and communily leaders from across South Texas to celebrate
fandmark leglsiation autherlzing the creation of a new UT univarsity, which will include a
madical school In the Rio Grande Valley. The Governor ceremonlally signed coples of
Senate Bll 24, the legisiation that authorizes the craation of the new unlverslly, [n both

Edinburg and Brownsville.

et st AN A

: T

" pagad-.

wmnad e




p—

- e e, e e e ey

e, T\ -

P T A

P

" THE UNIVERSITY of TEXAS SYSTEM

T SYSTEM MAJOR ACCOMPLISHMENTS

2011,

J.

2012, 2013*

. $30 milllon commitment to develop UTeach, a simulated hospltal, and faculty funding using -

STARS squivalent funds for the best researchers in bio-madicine, energy/environment
sclence and manufacturing englneering.

UT Brownsville established a new $10,000 degree plan,

. Approval of a $42.7 million Fine Arts Academic and Performance Complex approved at UT

Pan American to be funded primarily with tullon revénue bonds.

. In2013; UT Pan American:received a $1.7 million Natfonal Sclence Foundation grant to help

boost graduation rates in englneering and sclence.

Approval to Issue & Réquest for Qualifications for development of a Campus Master Plan for
the new university In South Texas, '

In-2010, appolnted Dr. Robert S. Nelsen as President of UT Pan American.

7. UT E_I Paso

a.

oo ™ o o

b

Approved fo move fron the Capllal improvement Program to Design and Development the
$59 million health sctence and nursing bullding. (Commitment for funding approved in 2008.)

. Produces the mr_Jks,t Hispanic graduate englneers In America.
. College of Business Administration hamed among the “Best of the Best" Top MBA Schools

for Hié_p‘antcs. by Divatsity.Corvim. Inc. and lts four diversity magazines,

. Approval to establish a Ph.D, degres in Ecology and Evolutionary Biology.
. Approval fo éstabllsti.a Ph.D. degree In Blomedlcal Engineering.

Approval to establish a Dogtor of Nursing Practice degree.

. Approval to establish a Doctor of Physlcat Therapy degree.
. $10 mallllon Campus Transformation Project approved as part of the Insfitution’s centenntai

¢elebration. _
$38 milllon for new student housing over a four-year perlod.

A team of student enirepreneus who founded American Water Recycling, awarded $100,000
I seed funding for winning the UT System Hofizon Fund Student Investmaent Compaetition.

8. UT Austin

a,

Master plan for a $334 milifon medical school approved. With thls plan as a guide, UT Austin
fs Int @ positlon to accommodate growth and enhance the existing campusg, as well as extend,
if negded, the Infrastructure to new academic and research venues.
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UT SYSTEM MAJOR ACCOMPLISHMENTS
2011, 2012, 2013

b. The Board-agroed it 2012 to commit additional Available Universlty: Fund{AUF) monles toward
the creation of a medical school, equal to the areater of $25 miillon annually or a 3% Incroase
In annuat AUF distribution, There Is no limit established on how long the additional funds will be
provided, and It is currently estimated that $25 mitllon wllt exceed the additional 3% Increase for
-at laast the next elght years for a fotal of $200 million over that perlod of time.
o, In 2013, the Board ailowad UT Austin fo fund-$150 milion of the $310 milllion cost for the
construiction of the Engineering and Education Research Center for the Cockrell Schiool
of Englneering through the UT. Systern's Reventie Firiancing System, The Regentshad:
previously approved spending $105 million In Permanent Universlty Funds to finance a third of
the bullding's cost and UT Austin's plan to raise $105 million In gifts to be directed toward sither
consiruction of the bullding or broad-based Initlsitives for the School, including scholarships,
Onee the facllity Is complete, UT Austli has agreed to Increase the number of undergraduate
englneering students by 1,000 - the first significant increase In capasity for the Schodl.
d. Nine Massive Operi Online Courses (MOOCs}) approved by edX, edX isa ground-breaking,
non-profit blended and onfine learning Initiative founded by Harvard Unlversity and the
Massachuselts Ihsfltute of Techinology. $1.5 million was loaned fo develop these courses as
part of a sustainable oniine program. Close o 100,000 students raglsterad for the first four
courses, which began September 1, 2013.
$6.6 million per'year for two years (ﬁiﬁeé million) o' Gover holding tultion flat, with
encouragement to UT Austin 1eadership to find cost savings to cover this Increase.
 f. The Gommittee on Busingss Produativity Identified potential’savings of $400 mlllion over
10 years. The Commillee found these savings afier reviewlng only 26% of the UT Austin
operatlons. :
d. $20 millloh in Selence-and Technology Acquisition and Retention (STARS) funding to recrult
outstanding faculty. _
h. Acommitment in 5011.0f $26 miliion toward the $56 miillon to expand the High Performance
Computing Facllity,
. Ranked 26th best university In the world by the Center for World University Rankings.

" }. Ranked'as one of the."Bost Buysin Higher Education” by. Fiske Gulde to Colleges.

e

P

k. McGombs Schoof of Busthess named ameng the “Best of the Best” Top MBA Schools for
Hispanlcs by Diverslty.Cornm. [no. and lts four diversity magazihes.

(. $20 mililon for four years to match external confributions targeted towards recrultment of
facully. ' o
m. $10 million since 2010 té address significant fire and life. safety projects:
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n. $8 milllon fo construct a permanent freestanding repository for the Blanton Museum.
o, Approval to establish a Ph.D, degree in African and Afrlcan Dlaspora Studies,

p:. Approval fo establish a PhiD. degree In Statistics.,
q. Total commitment by Regents I8 almost $1 billion since 2009.

9, UT MD Anderson

a.. In 2011, appointed Ronald A, DePinho, M.D. as President of UT MD Anderson. President
DePinho care out to UT MD Anderson from Harvard.

b. Hired almost the entire Belfer Instiiute research team (37 key researchers) from Harvard with
a financla) commitment from the Board to provide a financlal backstop to-UT MD Anderson,

o. Embarked on the “Moon Shots” program to cure eight kinds of cancer.

d. Board of Regents authorized comprehensive phitanthrople, cause matkefing and corporate
alliance program - creating a now model of advancement - the first innovatlve plan of its kind
in the UT System, to generate alternative private revenue streams.

¢. Ranked by U.S. News & World Report as the nation’s top hosplial for cancer care for the
seventh stralght year. In the last 12 years, MD Andarson has ranked number one ten times,

10, UTHSC San Antonio

a. Commilment of $74 million-approved for the $95 million Center for Oral Health Care and '
Research bullding. :

b: $45 miliion for the Academic Learning and Teaching Center was approved.

6, $15 mililon since 2010 to address signlficant {lre and life safety projects. ‘

d. $13 mitilon was allocated by the Board from Permanent University Bonid proceads to reduce
ihe debt for the Cancer Therapy Ragearch Center (CTRC). CTRC Is using the $806,000 it
saves annually in debt servicé payments to fund the coritpensation for researchers,

o. In 2009, appointad Willlam L. Henrich, M.D, as President of hie UTHSC San Antonlo,

14, UTMB Galveston

a. Blillon-doliar rebullding program after Hurdcane Ike. Significant “hardening” of bulldings and
Infrastructure occurred to better proteat buildings, labs, and other assets from future storms.

b, New network of clinics off the Island to service paflenis In the Guif Coast reglon. -

¢. Negotlated a new agreement with the state for health care of the prison population with
substantial assistance from the UT System and the Board.
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"UT SYSTEM MAJOR ACCOMPLISHMENTS
9011, 2012, 2015*

12, UT Southwestern Medical Center

a. Academlc Rankings of World Universifes published by Shanghal Jiao Tong University
named UT Southwestern the sixth best world university i clinfcal medicine and pharmacy.
Thie top five schools were Harvard University; University of Callfornia, San Francisco;
Universlly of Washington; Johns Hopkins Unlversity; and Columbla University. Twelve of the
world's top 15 Institutions In fhis category are in the United Slates. )

b. fspproved moving the $800 'mlllion Clements Universily Hospital from the Capital.
{mprovement Program t6 Design and Devalopment In 2010, Hospital was originally put on
the Capital Improvement Program In 2003:and will be completed In 2014,

o. Approved $187 milllon for construction of an 11-story, 2755006 gross sqliare feet academic/

N olinical bullding.

| 43, UTHSG Tyler

a. Successful new internal Mediglrie' Program for 54 residents at Good Shepherd Medical
Center in Longview, Texas, which will bring more physiclans to East Texas.

" b, Iniis first year, the néw Cancer Center fadlllly Is reaching out to seive the health needs of
East Toxas al a rate which origihally was thought to require several years.

¢. Recelved the first Natlonal Institutes of Health (NIH) grant for commerclalization of a new
drug as part of a new NIH Initiativa In this area.

14. UTHSC Houston

a. UTHSG Houston started a unique program with BlueCross BlueShield of Texas to use
de-identified patient data to study cost and treatments in Texas. This [s one of the first efforts

for academic analysis of thie kind of data.

b. The Instituiion also recently recelved one of the largest grants for a muli-digciplinary,
ruiti-institutional study of trauma care led by Retired Colonel John Holcombe, M.D., who

revolutionized ireatment In Desert Storm.
¢. $25 million In new student housing over a four-year period.
d. In 2012, appointed Gluseppe N. Colasurdo, M.D,, as President of UTHSC Houston.
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The Chancellor's Framework for Advancing Excellence approved by the Board In August
2041. The Framework has facliitated the accomplishments achieved. The Chancelior has-
been Invited to the White House twice to expialn 1 the President; Vice President and
Secretary of Education how the fransformations In Texas are belng ascomplished. This
Framework has become a national model on how to ghange higher education to.meet the
stiident needs of the 21st Century. The:Board unanimously and enthuslastically approved the
Framework, Ninsty-five percent of the Framework has been implemented two years after it

was approved, - : _

“The Transformation In Medica! Education (TIME} Initiative to produce befter doctors faster

has become a natlonal model for fransforming medical education. Combining undergraduate
educatlon with medital schoo! education culs one fo two years from the traditional eight
yaars for a medical degree. Regents commlited $4 rillion to.this initlative in 2010-and
approvad an additional $4 milllon {0.expand the program in 2013,

. UT System has reallzad morg than $2 billion in savings since 2007 by using and targeting

innovative mettiods to save money; sucti as collective buylhg and outsourcing. In 2012, the

Systom saved $383 milllon and expects to save another $2 billlon by 2016, Regent Brenda

Pejovich was asked last year by the Board Chalrman fo asslst Executive Vice Changslior
for Business Affalrs Dr. Scoft Kelley and to represant the Board in helplng expand and
accelerate thls effort, :

. UT System Institutions had a record-breaking year for philanthropy In 2012, Overall giving

(cash, pledges, and new testamentary gilts) reached $1.2 billioh and actual cash recelved .
was $801 million, Nearly 220,000 Iidividual donors joined with.numercus corporations and
foundations to achleve these excepfional resulls, Overall giving was $1.1 and $1.0 blilion in

' 2040 and 2011 respeclively, and cash received was $683 milllon and $744 millon In 2010

-

and 2011 respectively,

In 2011, the UT System invested $10 million in the myEdu personal counseling software
and has now provided It to every academic Institution In the System. The software has been
expanded to assist students I finding Internships, good Jobs; and wiil eventually be used to
irack students’ success post-graduation: Please see the myEdu update attached to this [ist.
(Nole; The statistics attached:are provided by myEdu and hot by the UT System.)

. The Milestons Agreamant Form for Ph,D. students seeking degrees at UT institations

provides.a Systeni-wide template to-be riegoliafed dnd signed by a Ph.D, student and

thelr professor. It specifies for the student milestones he/she Is to reach In moving toward
graduation. This inltiative will beiter inform graduate students about the post-Ph.D. world they
will encounter and also help the candidates reduce time fo degree.

.. Allccation of $90 million In Sclence and Technology Acquisition and Refenlon {STARS) funding

fo the acadsmic and health institutions o recrult and retaln high-quality faculty, (Note: This was a
confinuad cominltmant from previous Boards and Is continued today by the currént Board.)
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UT SYSTEM MAJOR ACGOMPLISHMENTS

9011, 2012, 2013*

" 8. The institute for Transformational Learning (ITL) was set up as part of the Chancellor’s

Framework, The Regents fundad $50 million fo bulld a System-wide program of blended and
onling lsarning. The ITL was responsible for negotiating the agreement with edX In justthree
months and funding the first round.of massive open online courses (MOOCs) with edX,

9. Tha following prestigious honors and awards were presented to UT System faoully since

2011: Nobef Prize (one} and memberships in the National Academy of Sclence (five);
Institute of Medicine (one), and Natlonal Academy of Engineering (three), Singe 2011, the
UT System has also recrulted three faoulty who have had these honors bestowed on them
before coming to the UT System. .

10.. Degrees awarded for the (nsfitutlons of the UT System have grown by 6% from 2011 to 2012,
11. Foundsd in 2011, the UT Horizon Fund Is tha strategla ventura fund of The Unlversity of

“Texas System. Based on culling-edge research at UT System Institutions, the UT Horlzon
Fund works wlth entrepreneurs and the Investment community to help transtate innovalions
olit of UT to practical use, The UT Horizon Fund Is evargreen and returns are re-nvested’
for future growth and development. $10 million was provided In 2014 for iie-first phase of
the UT Horizon Fund, ghd another $12.5 milfion was added to the Fund in 2013,

o. Since its creation by UT System, the UT Horlzon Fund has made nine investments
in companles commerclalizing a diverse range of UT technologles Incitding
therapeutics for pain and.aging, medical devices o freat cardiovascular and
gasirointestinal diseass, expanding moblle access and nanotechnology. UT Horlzon
funding has resulted in matching funding and the ratio of co-ihvestmentto UT Horlzon
funds Is currently 20-t0-1 on & porifollo basis. '

o In 2013, the UT Horlzon Fund student Investmerit competition Included winners

from fiva-current UT System institution competitions (UT Austin, UT Dallas, UT San

. Antonlo, UT El Paso and UT Pan Amerloan) and at-large appficants (UT Artington, ut
MD Anderson, UT Heaith Solence Center at Houston, UT Health Sclencea Cenler at
San Antonlo and UT Southwestern). On May 2, 2013, UT Ef Pase PH. D. student Eva
Desmer, MBAstudent Diego Capeletli, and undergraduate student Alex Pastor were
awarded $100,000 in seed funding for their company, American Water Recycling.
The company ls commerclalizing graphene technology out of UT El Paso for
separating waste from water,

o In 2042, the UT Horlzon Find student investment competition awarded UT 8an
Antonio student-faculty startup, Cardiovate, which offers.a new and much-needed
" cardiovascular stont-graft to prevent ansurysm leakage followlng cardlovascular
surgeties. The $50,000 award helped launch Cardlovate, and the startup has since. .
wioved to an incubator space and expects to close on an additional $1 00,000 seed

funding soon.

12, Transparency and accountabllity in higher education in the UT System. The following

measures have besn Implemented by the UT System during 2011 -and 2012
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o The UT System Productivity Dashboard: This public wehsite provides Instant
access to a huge range of data about our 15 Institutions. This "dashboard” has been
lauded as one of the bastIn the natfon. With the click of a button, the public can
have access to data on UT Instituilon graduatlon rates, enroliment, cost of degrees,
post-graduation success of our students and more, by visiting
hitp:/fwww.data.utsystem.edu. The UT System recently launched an iPad app to
make this information even easler to access.

o Public information Requests: All UT System academic Institutions now have online
databases of public Information requests that are up-lo-date and-accessible by the
publie. Sinply go to hitp:/feww.utsystem.adulopen-fecords/institutional-open-re-
.cords-information for links to make and view any open records requests that have
been made to UT institutions, Plans are In the works to make this database even
more infarmative and user-friendly.

o Confilcts of Inferest Database: Regents' Rule 30301 has strenglhened conflict of
interest and confllet-of commitment polictes for all employees of the System and
UT Institutions. The UT Systam 1s now a national leader In this area. Campuses will
be finalizing their institutional policles and the collection of data will ba ocgurring in
the coming months. :

0. Reducing Student Debt: 1t is eritical that students and parents fully understand the
trug cost of college, tha.cost of differant degrees and the cost of taking on varlous.
forms of debt, Tha UT Systein and UT Institutlons are providing thls informationina
varlety of ways, including through this website: btip:/hwww.utsystem.edUfaffordabillty/s

o Ressarch Data Repository: Thirough a secure database, facully from all 15
UT System Institutions can now review research belng dona on other UT campuses.
This allows professors and researchers to find colleagues performing slmilar research
s0 that they can collaborate and even pursue grantstogether. This kind of access
and sharing Ultimately could lead 16 new discoverles and cures.

13, Oh.June 4, 2013, Chancellor Cigarroa hosted more than:100 key Texas edycation and
business leaders to discuss how to revitalize partherships among higher education,
government; philanthropy and busingss. Tha meeting was the third of five that will be held,
across the United States. Discussion centered on a recent report created by The National
Academy of Sclences and a group of top governmient, university, and business leaders,
Including Chancellor Clgarroa. '

14. On June 21, 2013, Chancellor. Clgarrea and Executive Vice Chancellor for Buslness
Affairs Kelley spoke with the White House Domestic Policy Councll as part of an ongoing
partnershlp to promote college affordabliity and campletion,

15. On June 27, 2013, Chancellor. Clgarroa was announced as the recipfent of the Chalr's
Award, one of the highest honors given by the Congressfonal Hispanie Caucus Instifute.
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A 16, Dr. Stephanle Hule, Vice Chancellorfor UT System Strategic Inttlatives, s leading a
i natlonal effort to increasé student succsss, reduce administrative costs, and improve
o > system and campus capaclty to use data. Dr. Hule was selectsd to serve as chalr of an
;f ST T advisory conimittee with the National Assoolation of System Heads, which Is funding the
SR inlifative with a grant from the Bill and Melinda Gates Foundation.
R 17, The Southwest Distiict of thé Councl for Advancement and Suppart of Education (CASE)
i Voo has recognized the fundralsirig and advancement services of the UT System with the Gold
( ' Award for Bulldihg Phllanthropic Capagity Among UT Institutions and the Silver Award
M forEndﬁwmaﬁt; Stewardshlp-and Convipllance. The Southiwest District encompasses a
{ = : five-state reglon and more than 200 unlversitles.
?( : 18. Finish@UT Is an onfiné prograrii that was created for students who have earnad their
(. : core collegé credits but need a flexible and affordable path to complete an undergraduate
i i degres. Students ¢an 1ake accelerated courses entitely onfine In a broad range of degree
( : A . '
(" - prograims offared throtigh-UT Arlington, UT Brownsvills, UT El Paso ahd UT Permian Basin, !
R Itis estimated that there are 34,000 Individuals In Texas who-could ulllize this program to
(o o finish thelr degrees. -
( 19. Chairmén Powell established five task forces fo ensuro best praclices across the UT System: .
(, 1-‘5 o o Task Forge on Blended and Online Learning: charged with reviewing current
- online course Instruction at the UT System and its academfc Institutlons, In
( s ; addition, the task forea Identifiad successful approaches and best praciices In online
ST Instruction across tha nallon at other higher education livstitutions. Work done P
PR by the Task Force form the basis and fotindatlon of the Framework for Advancing
;( 1 ' Exoellence. This Task Force was chalred by Regent Wallace Hall,
€ i o Task Forded o Urilvefslty Excellénce and Producfivity: charged with revigwin
g ; . : ; . ) g
(x : the.efficiency and productivity of the UT Systeny academio Institutions; while at the
{ - ; same time, Increasing the quallly of education and malntaining éxcellence across
(- the UT System. Work done by the Task Force form the basls and foundation of
L the Framevork for Advancing Excellence. This Task Force was chaired by Regent _
L  Brenda Pelovich.
5( o Task Foree on Eiﬂptoyeelé;udant Relatlonships: charged with reviewing and
E( o making recommendafons on lssues surrounding inappropriate fefationships between
(» employees and students at all UT System Institulons-and reviewing all existing programs
'( . directed at preventing sexual abuse, sexual harasament and-sexual misconduct fo
b ensure a safe, healthy environment for students. The goal is lo wrife and establish a
5;(-- o natlanial made! for relationships that ocour In higher educatjon, Report Is expected In
( Sl November 2013, This Task Force 15 chalred by gurrent Chairman Paul L, Foster.
Lo
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UT SysTEM MAJOR AGCOMPLISHMENTS
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o Advlsory Task Force on Best Practices Regarding Unlversity-Affiliated
Foundation Relatlonships:
established to Jdentify best pracices for relatlonships between UT System institutions
and the UT System and afflliated foundations and serve as a pational model for
publlc universities for the best management, compliance and oversight practices.
A draft report contalning five recommendations was sent In August 2013 to all UT
presidents and the heads of eac afflliated foundation for comment. This Task Force
was chaired by Regent Brenda Psjovich,

o Task Forca on Englnesting Education for the 21st Century: charged with
reviewing and identifying key {ssues related fo demand, capaclty,-efficlency, supply
and research related fo engineering programs In the state of Texas; how these issties
impact Texas and the natlon; and what the UT Syslem can do to be most responsive
to the state's needs. The Task Force is expected to finalize its recommendations this

fall. This Task Force Is chalred by Regent Alex Cranberg and UT Daflas President
Davld Danlel,

20, Inducted twalve outstariding educators into the inaugural class of the UT System Academy-
: of Distinguished Teachers. The Academy was created to recognlzé outstanding educators
at UT's nne academic Institutions. The Academy will serve as a System-level advocacy-
group dedicated fo enhancing teaching, fostering Innovation In the classroom and
promoting interdiscipiinary perspectives on aducation,

34, Establishad a University Lands Adyisory Commiftee to increase the level of expertise and
suggest value-added recommendations that.could be employed in the management of
tha Permanent University Fund Lands. The Committes is composed of five tnembers with
expertise In oil and gas, real estate or finance:

o Mr, 1. Jon Brumley, Bounty Investments, LP, Ft. Worth, Texas

o Secretary Donald L, Evang; The Don Evans Group, Lt Midland, Texas
o Mr. Printice L. Gary, Carléton Residentlal Propertles, Dallas, Texas

& Mr. Robert B. Rowiing, TRT Holdings; Inc:, lrving, Texas.

o Mr. R. H. “Stave” Stévens, Jr., Stevens & Matthews LLP, Houston, Texas

22, Texas Frosh Academia [ndustry Roundtable (FreshAIR) Initlative developed to create
suocassful partnerships between UT System health institutlons and the iife sclences
industry. These partnerships betwoen academia and industry offsr advantages to both
entities by addressing the challenges of developing lnnovative drugs for thelr mutual benefit
and the wellbelng of soclety and ensuring that Texas remalns compelitive as a sirong player
In selance and tachnology. ' T

23, Funding of up o $1 million for campus securily enhancements felated to the deployment of
security parsonnal and-devices. Proposed campus securily enhancements are infended {0
better prepare the UT System Police to respontl to threats throughout the State of Texas at
any of the 15 UT System Instifutions and where UT System affiliates and assets are located.
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UT SYSTEM MAJOR ACCOMPLISHMENTS

o011, 2012, 2013

24. $1 million funding for.Colleglate Recovery Programs-at UT Syster'n'aoademiqinstltut}ons. Thess
programs will offer resources to tislp students who are commitled to living clean and sober lives. P

25. New cornmunicatlon program developed fo provide updates every {hree to four weeks with
detalls of major activity around the System. This helps the Regents to be better Informed on
a regular basls..

26. New and Improved detalied orientation and tralnirig program for new Regents.

27, New andimproved detalled orientation and tralning program for-hew UT System institution
presidents. '

28, Highly successful 2013, 83rd Session, of the Texas Legislatare, which resulted in:

" o Funding for higher education was up cumulatively by 7.53% for all UT academic
institutfons and-8,65% for-all UT health Instltutions: :

o Authorization for the creation of a new University of Texas institution in South Texas;
which will have an Integrated medical school and will be eligible for support from the
Permanent Unlvarsity Fund and additiona) state funding.

o Funding for the Texas Compettiive Knowledge Fuhd that has beneflted UT Austin and
UT Dallas and will now benefit UT Arlington, UT El Paso and UT San Antonlo.

o Funding for the Texas Research Incentive Program, which matches private
philanthropy with state funds at the UT System’s four emerging research institutions..

o Funding the graduate medlcal education (GME) formula and new programs that will
expand GME to address the state's heallh care workforce neéds.

o Allowing UT institutlons to benefit from the faderal funds generated through the Texas :
Healthcare Transformation and Quallty Imptovement Program (the Section 116 walver).

o Fund correctional care provided to the Toxas Department of Criminal Justice by The
Unlversity of Texas Medical Branch at Galveston. :

s o -State fundlng for the first time to offse the cost of the Hazelwood tultion benefit for

M veterans and thelr families.

o Ateshaped strategle relationship between the UT System and Board of Regents and

the Texas Higher Education Coordinating Board.
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MyEdu Update

New products built and launched to meet UT System students demand:

1)
2)
3)

%)

Course Planning Tools — significant improvements In course review, selection and planning. Integrated
faculty input and ideas for greater participation / control. ' '

Student Profile~ an innovative product that Improves the student’s ability to tell thelr story to

. potential employers regarding skills, credentlals and competencies. Replaces the resume,

student Job Platform - a new platfor that enables UT System students at all campuses to source,
research and apply to internships.and part / full-time jobs that match their skill sets.

Employers platform — emﬁfoyers can connect with and target students about employment
opportunities. Over 200,000 jobs In Texas have been captured and made avallable to students and

alumnl,

If there is any question regarding the importance of a Jobs platform, over 750k Job views were inltlated by UT
Systetn students in 4 months,
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UT System Student Job Impressions (Cumulative)

T Indeed Impressions {Cumulative)

Maior Products in under dévelopment:

1) Pefsahal Education Planngr - 1% product to enable students to plan / manage their education process

regardless of where courses are taken, how maiy schools they attend and varying credits,
a. Delivered a major research study on the Academic Journey for Students that was the
foundation foi the Education Planner design and functionality
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Highlights of some of our UT System partnering activities:;

1) The McCombs School of Business on integrating MyEdu to help schedule, promote and provide
information into their on-line initlatives for their Foundation Courses

2) Partnering with Texas Exes for enabling students to interact, seek mentoring and increase potentlal job
outcomes with alumni.. Our joint development will be made available to all alumni organizations.

3) Partnering with President Bill Powers and Provost Steve Leslie on what more MyEdu can be doing for
students to increase success rates

4) Partnering with UTSA and their CIO Ken Pierce on innovative initiatives for sharing information,
content and leveraging secure sign-on technologies all to help students improve outcomes.

5) Partnerlng with Brownsville and their Career Services Office to increase jobs and career ocutcomes.

6) Meetings with Tyler, Arlington, Dalias, El Paso, Austin on working with and supporting thelr efforts to

" increase job outcomes for their students
7] Numerous discussions with campuses on how we Integrate MyEdu into thelr online course initiatives

Some recent marketplace activities:

1) Gates Foundation— now providing grants to schools to deploy the MyEdu platform
2) Michael & Susan Dell Foundation — beginning to work with them on some key academic Initiatives
3) SXSW ~MyEdu heavlly involved In the Education section and Ed Tech Incubator program

Kev statistics:

1) 87,320 membets~ up 80% over the fast 12 month

2) Member spend on average 54 minutes per month on the site

3) Averaging over 1,100 new members per week of UT System Students

4) 188,838 skills have been added in the last 90 days to their student profiles / resumes
5) 1,386,336 courses have been added to the schedule planner '

) 97% customer satisfaction rating
7} 750,000 job profiles / connections by UT System students in the prior 4 months
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Co The University of Texas System
o Board of Regents
2011, 2012 and 2013

Gene Powell, Chalrman

Steve Hicks, Vice Chalrman
Jim Dannenbaum, Vice Chalrman**
Printice Gary, Regent**
Brenda Pejovich, Regent
Wallace Hall, Regent
Alex Cranberg, Regent
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Joff Hildebrand, Regent ***
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